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© B QexsEF s jF aaal
168.2.2
Source Destination Length Protocol info
p2-buy.itunes-ap.. 192.168.2.2 54 TCP https - 59901 [ACK] Seq=7971 Ack=7418 Win=37504 Len=90
p2-buy.itunes-ap. 192.168.2.2 988 TLSv1.2 Application Data
p2-buy. itunes-ap.. 192.168.2.2 400 TLSv1.2 Application Data
192.168.2.2 p2-buy. itunes-apple.com.akadns.net 54 TCP 59901 - https [ACK] Seq=7418 Ack=8905 Win=261184 Len=0
192.168.2.2 p2-buy. itunes-apple.com.akadns.net 54 TCP 599081 - https [ACK] Seq=7418 Ack=9251 Win=260864 Len=0
service.gc.apple. 192.168.2.2 54 TCP https -~ 59902 [ACK] Seq=3929 Ack=3523 Win=39408 Len=0
service.gc.apple. 192.168.2.2 54 TCP https - 59902 [ACK] Seq=3929 Ack=3784 Win=39152 Len=0
service.gc.apple. 192.168.2.2 795 TLSv1.2 Application Data
192.168.2.2 service.gc.apple.com.akadns.net 54 TCP 59902 - https [ACK] Seq=3784 Ack=4670 Win=261376 Len=0@
service.gc.apple.. 192.168.2.2 54 TCP https - 59903 [ACK] Seq=130 Ack=219 Win=35248 Len=0
service.gc.apple. 192.168.2.2 54 TCP https - 59903 [ACK] Seq=130 Ack=256 Win=35216 Len=0
service.gc.apple.. 192.168.2.2 54 TCP https - 59903 [ACK] Seq=130 Ack=1214 Win=34256 Len=0
service.gc.apple. 192.168.2.2 54 TCP https - 59903 [ACK] Seq=13@ Ack=1564 Win=33904 Len=9
service.gc.apple. 192.168.2.2 831 TLSv1.2 Application Data
192.168.2.2 service.gc.apple.com.akadns.net 54 TCP 59903 - https [ACK] Seq=1564 Ack=907 Win=261344 Len=0
service.gc.apple. 192.168.2.2 54 TCP https - 59904 [ACK] Seq=13@ Ack=1208 Win=34256 Len=0
service.gc.apple. 192.168.2.2 https - 59904 [ACK] Seq=130 Ack=1712 Win=61744 Len=9
192.168.2.2 192.168.2.1 84 DNS Standard query 8x2c¢81 A gamec.clashroyaleapp.com
192.168.2.2 192.168.2.1 84 DNS Standard query @xc6a8 AAAA gamec.clashroyaleapp.com
192.168.2.1 192.168.2.2 462 DNS Standard query response 9x2c¢81 A gamec.clashroyaleapp.com CNAME clashroyalegame.kunlun-cdn.
192.168.2.2 192.168.2.1 77 DNS Standard query @xda8a AAAA cr.kunlun-cdn.com
192.168.2.1 192.168.2.2 142 DNS Standard query response @xc6a8 AAAA gamec.clashroyaleapp.com CNAME clashroyalegame. kunlun-c
192.168.2.1 192.168.2.2 77 DNS Standard query response 9xda8a AAAA cr.kunlun-cdn.com
2.168.2.2

192.168.2.2
192.168.2.2
cr.kunlun-cdn.com
cr.kunlun-cdn.com

192.168.2.1

cr.kunlun-cdn.com
cr.kunlun-cdn.com
192.168.2.2
192.168.2.2

66
145
66
101

TCP
TCcP
TCP
TCce

Destination unreachable (Port unreachable)

59905 - 9339 [ACK]
599085 - 9339 [PSH,
9339 - 59905 [ACK]
9339 - 59905 [PSH,

Seq=1 Ack=1 Win=131360 Len=0 TSval=201809035 TSecr=
ACK] Seq=1 Ack=1 Win=131360 Len=79 TSval=201809101 TSecr=3847490804

384749004

Seq=1 Ack=80 Win=26880 Len=0 TSval=384749079 TSecr=201809101

ACK] Seq=1 Ack=80 Win=2688@ Len=35 TSval=384749079 TSecr=201809101
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clashroyaleapp.com

205.251.197.33

205.251.198.46

205.251.193.204

205.251.194.250

54.231.49.58

clashroyaleapp.com
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WNOIS

Domain Name: clashroyaleapp.com

Registry Domain ID: 1970575925_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.comlaude.com

Registrar URL: http://www.comlaude.com

Updated Date: 2016-02-15T11:01:48Z7

Creation Date: 2015-10-21T16:11:09Z

Registrar Registration Expiration Date: 2016-10-21T00:00:00Z

Registrar: NOM-1Q Ltd dba Com Laude

Registrar IANA ID: 470

Domain Status: clientDeleteProhibited https://www.icann.org/epp#clientDeleteProhibited
Domain Status: clientTransferProhibited https://www.icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://www.icann.org/epp#clientUpdateProhibited
Reqistry Registrant ID:

Registrant Name: Domain Manager
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Name Server

NS-1313.AWSDNS-36.0RG
NS-1582. AWSDNS-05.CO.UK
NS-460.AWSDNS-57.COM

NS-762. AWSDNS-31.NET

# I S = rIARSS 28




Bangkok, Thailand 54.231.49.82
Auckland, New Zealand 54.231.82.129
Toronto, Canada 54.231.49.249

Paris, France 54.231.48.42

Frankfurt, Germany 54.231.50.49
Arizona, United States 54.231.1.188
Washington DC, United States 54.231.48.106
Sydney, Australia 54.231.0.172

Beijing, China 54.231.14.140

Tokyo, Japan 54.231.12.164

Monterrey, Mexico 54.231.18.244
Johannesburg, South Africa  54.231.9.188
Moscow, Russia 54.231.19.20

Manchester, United Kingdom 54.231.17.52
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BWEEREFNCNAMEIEH, CNAMEZ]clashroyalegame.kunlun-

cdn.com , BCNAMEZ! cr.kunlun-cdn.com




CNAME

| NN 1. A4/l (bash)

Z4\ (bash) | Z4 (bash) | Z4\ (bash) Z# (bash) Z4l (bash)

cfc4n@cnxct:~$ dig gamec.clashroyaleapp.com

; <<> DiG 9.8.3-P1 <<> gamec.clashroyaleapp.com

;3 global options: +cmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 15920

;3 flags: gqr rd ra; QUERY: 1, ANSWER: 22, AUTHORITY: 2, ADDITIONAL: @

33 QUESTION SECTION:
;ygamec.clashroyaleapp.com.

;3 ANSWER SECTION:

gamec.clashroyaleapp.com. 217 1IN clashroyalegame.kunlun-cdn.com.

clashroyalegame.kunlun-cdn.com. 443 IN cr.kunlun-cdn. com.
.kunlun-cdn.com. 220 IN 106.75.133.170
.kunlun-cdn.com. 220 IN 106.75.133.171
.kunlun-cdn.com. 220 IN 106.75.133.172
.kunlun-cdn.com. 220 IN 106.75.133.174
.kunlun-cdn.com. 220 IN 106.75.133.175
.kunlun-cdn.com. 220 IN 106.75.133.176
.kunlun-cdn.com. 220 IN 106.75.134.232
.kunlun-cdn.com. 220 IN 106.75.134.233
.kunlun-cdn.com. 220 IN 106.75.134.234
.kunlun-cdn.com. 220 IN 106.75.134.235
.kunlun-cdn.com. 220 IN 106.75.134.236
.kunlun-cdn.com. 220 IN 106.75.134.237
.kunlun-cdn.com. 220 IN 106.75.134.238
.kunlun-cdn.com. 220 IN 106.75.134.239
.kunlun-cdn.com. 220 IN 106.75.133.153
.kunlun-cdn. com. 220 IN 106.75.133.157
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DNS%#21

® 0 1. A4l (bash)

ZF4\ (bash) | Z4 (bash) | ZF4\ (bash) Z4l (bash) Z4 (bash)

cfc4n@cnxct:~$ dig gamec.clashroyaleapp.com

; <<> D16 9.8.3-P1 <<> gamec.clashroyaleapp.com
;3 global options: +cmd
; Got answer:
; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 15920
; flags: qr rd ra; QUERY: 1, ANSWER: 22, AUTHORITY: 2, ADDITIONAL: ©

; QUESTION SECTION:
;gamec.clashroyaleapp.com.

;3 ANSWER SECTION:

gamec.clashroyaleapp.com. 217 1IN clashroyalegame.kunlun-cdn.com.

clashroyalegame. kunlun-cdn.com. 443 IN cr.kunlun-cdn. com.
.kunlun-cdn.com. 220 IN 106.75.133.170
.kunlun-cdn.com. 220 IN 106.75.133.171
.kunlun-cdn.com. 220 IN 106.75.133.172
.kunlun-cdn.com. 220 IN 106.75.133.174
.kunlun-cdn.com. 220 IN 106.75.133.175
.kunlun-cdn.com. 220 IN 106.75.133.176
.kunlun-cdn.com. 220 IN 106.75.134.232
.kunlun-cdn.com. 220 IN 106.75.134.233
.kunlun-cdn.com. 220 IN 106.75.134.234
.kunlun-cdn.com. 220 IN 106.75.134.235
.kunlun-cdn.com. 220 IN 106.75.134.236
.kunlun-cdn.com. 220 IN 106.75.134.237
.kunlun-cdn.com. 220 IN 106.75.134.238
.kunlun-cdn.com. 220 IN 106.75.134.239
.kunlun-cdn.com. 220 IN 106.75.133.153
.kunlun-cdn.com. 220 IN 106.75.133.157
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Name Server

cfc4n@cnxct:~$ dig gamec.clashroyaleapp.com
- AUTHORITY SECTION:
kunlun-cdn.com. 22379 IN NS ns3.dnsvb.com.

kunlun-cdn.com. 22379 INNS ns4.dnsv5.com.


http://gamec.clashroyaleapp.com
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gamec.clashroyaleapp.com

game.clashroyaleapp.com
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game.clashroyaleapp.com.ad™*.to***

game.clashroyaleapp.com.bel*™*

game.clashroyaleapp.com.dh™*

game.clashroyaleapp.com.ho

game.clashroyaleapp.com.lo
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00 1. &4l (bash)

4\ (bash) | #4 (bash) | #4\ (bash) #4 (bash) #4 (bas
ACcfcanBcnxct:~$ dig ©NS-460.ANSDNS-57.COM game.clashroyaleapp.com.

y <> D16 9.8.3-P1 <> BNS-460.AWSDNS-57.COM game.clashroyaleapp.com.
+ (1 server found)
3 global options: +cmd

s Got answer:

; =->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7300

; flags: qr aa rd; QUERY: 1, ANSWER: 5, AUTHORITY: 4, ADDITIONAL: ©

s WARNING: recursion requested but not available

33 QUESTION SECTION:
;game . clashroyaleapp.com.

;3 ANSWER SECTION:
game.clashroyaleapp. - .200.235.24
game.clashroyaleapp. X .200.9.93

game.clashroyaleapp. - .200.104.250
game.clashroyaleapp. X .200.15.157
game.clashroyaleapp. . .218.29.249

+3 AUTHORITY SECTION:

clashroyaleapp. . 172800 NS ns-1313.awsdns-36.0rg.
clashroyaleapp. - 172800 NS ns-1582.awsdns-05.co.uk.
clashroyaleapp. : 172800 NS ns-460.awsdns-57.com.
clashroyaleapp. - 172800 NS ns-762.awsdns-31.net.

;3 Query time: 231 msec

;3 SERVER: 205.251.193.204#53(205.251.193.204)
y3 WHEN: Fri Mar 18 18:04:32 2016

»3 MSG SIZE rcvd: 258

cfcan@cnxct:~3 dig eNS-460.ANSDNS-57.COM game.clashroyaleapp.com.
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625 6.37@ 192.168.2.2 192.168.2.1 77 DNS Standard query @xdaBa AAAA cr.kunlun-cdn.com
626 6.37@ 192.168.128.47 192.168.1.6 77 DNS aTdaTdqu 3 B—FA0 TRuTTte dTTeo
627 6.371 192.168.1.6 192.168.128.47 77 DNS Standard query response 8x5c78 AAAA cr.kunlun-cdn.com
628 6.371 192.168.2.1 192.168.2.2 142 DNS Standard query response @xc6a8 AAAA gamec.clashroyaleapp.com ENA
629 6.371 192.168.2.1 192.168.2.2 77 DNS Standard query response 8xda8a AAAA cr.kunlun-cdn.com
630 6.374 192.168.2.2 192.168.2.1 70 ICMP Destination unreachable (Port unreachable)
~ 631 6.375 192.168.2.2 cr.kunlun-cdn.com 78 TCP 59905 - 9339 [SYN] Seq=0 Win=65535 Len=0 MS5=1460 WS=32 TSvalf20
632 6.375 192.168.128.47 cr.kunlun-cdn.com 78 TCP 45070 - 9339 [SYN] Seq=0 mn-essss Len=0 MSS=1460 WS=32 TSvalE2e
633 6.454 a23-7-132-12.dep.. 192.168.128.47 1494 TCP PEU
634 6.454 a23-7-132-12.dep.. 192.168.128.47 1494 TCP [TCP segment of a reassembled PDU]
635 6.454 192.168.128.47 a23-7-132-12.deploy.static.akamaite.. 66 TCP 52323 - https [ACK] Seq=1 Ack=94249 Win=4006 Len=0 TSval=1559020
636 6. 454 192.168.128.47 a23-7-132-12. deploy static.akamaite.. 66 TCP [TCP window Update] 52323 - https [ACK] Seq-l Ack-94249 Win= 4096
638 6.473 192.168.128.47 1.na.dl.wireshark.org 78 TCP [TCP Window Update] 51866 - https [ACK] Seq-l Ack=187069 Win=409

639 6.473 l.na.dl.wireshar.. 192.168.128.47 1494 TCP [TCP segment of a reassembled PDU]

641 6.473 1 na.dl. wxreshar. 192.168.128.47 ‘ 1494 TCP [TCP segment of a reassembled PDU]

P o —— P ——— —— PR ——— 2 —_ - - . A ———.

Frame 631: 78 bytes on wlre (624 bits), 78 bytes captured (624 bits) on interface 1 (inbound)

Ethernet II, Src: Apple_45:e9:f4 (20:18:28:45:e9:14), Dst: MS-NLB-PhysServer-32_le:el:4c:a9:64 (02:3e:e1:4c:a9:64)
Internet Protocol Version 4, Src: 192.168.2.2 (192.168.2.2), Dst: cr.kunlun-cdn.com (106.75.134.234)

Transmission Control Protocol, Src Port: 59905 (59905), Dst Port: 9339 (9339), Seq: @, Len: @

Ry v vy

Source Port: 59905 (59905)

Destination Port: 9339 (9339)

[Stream index: 28]

[TCP Segment Len: @]

Sequence number: © (relative sequence number)

Al VN adaamcaa B e ~
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N tep.stream eq 29
'No. Time Source Destination Length Protocol Info

632 6.375

[

683
686
688
704
707
709 7.090
712 7.093
747 7.166
825 7.356
832 7.359
862 7.596
876 7.788
878 7.788
880 7.788
882 7.789
885 7.791
887 7.791

L ~ra .

192.168.128.47

»

. KU
cr.kunly
192.168.
192.168
cr.kunl
192.168
cr.kunl
192.168.
192.168.
cr.kunlt
192.168.
192.168.
cr.kunl

4 ar [ S S - S

192.168.128.47

00000000
00000010
00000020
00000030

...... .

AAAD
DO

0000
0000
0000004F
0000005F
0000006F
0000007F
©000008F
©000009F
©00000AF
©00000BF
000000CF
©00000DF

cr.kunlun-cdn.com

27 74 00 00

00 00 02 20
31 32 66 38
38 66 30 38

D000

v
)

78 TCP

145 TCP

00 00 01 20 00 20 02 @0

90 05 e3 00 00 00 28 33
3@ 32 64 66 36 30 34 63

32 38 35 32 34 31 62 35

45070 - 9339 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 W

45070 - 9339 [PSH, ACK] Seq=1 Ack=1 Win=131360 Len

Wireshark - Follow TCP Stream (tcp.stream eq 29) - cc

.t.IH.I.
12f8701d
8f083b84

o.oo.-(3
82df604c
285241b5

Fp.

[5151% 4 4 00 0¢ Cc 00 D 00 0 0F B ¢cb 46 5 T e

0010 ad c4 ea 30 35 d6 f8 b4 62 5a 3@ ab 46 f1 18 aa 22:05... DZO.F...

0020 80 7f da .o
27 75 00 01 92 00 @3 8¢c 72 91 3f b3 e3 07 eb 96 "Ussssss Fafasanss
4e 13 59 50 63 e@ 7a e® 26 37 60 3a 9e 59 f3 a®@ N.YPc.z. &7':.Y..
b9 bl 8a 36 ae 48 57 1c 3a 72 90 56 bd 3d c6 a5 sesB.HW. :r.V.=..
95 f2 ee b8 1a 79 al 53 bc 37 c2 ee 1le a2 56 e3 esece¥eS 7eee.Ve
f2 39 d6 93 b2 f9 b5 bd 96 62 90 84 89 b3 @b ab 69ecesce sDeceess
13 9b aa bd ¢5 5a 33 4c 24 bd b® 16 5f 24 f5 a3 eeseelZ3l S _S..
2d ¢2 bd do fe e2 67 82 33 51 92 60 58 90 2b 60 ~.....Q. 3_. " X.+'
a8 90 eB 9e d3 f1 3b 60 96 b5 5f da of 2f 32 2a sessss) se_se/2%
4c 3a cd a2 73 96 2b fa «ce 2d 45 78 84 79 d5 d4 L:..s.+. .~-Ex.y..
5d 23 f1 48 ca 42 92 c2 fe da ]#..5.H.

-,

ab

35

1c

-

~

45

-~ -

f7

-

e0

BE.lll.l



[ NN Wireshark - Follow TCP Stream (tcp.stream eqg 29) - cc

00010BD1 00 2f 47 46 81 20 42 c5 1le 90 ./GF. B. ..
000006CD (27 Zc 00 00 10 00 00 79) 39 e2 ce a2 19 55 6f 2¢  '|.....y 9....Uo,

06000600 15 d U L nT- | A
4e 8C 00 00 10 09 00 26

00010808 fl 18 42 97 ca 06 a4 f3 Nl LI .& .. Bl LI
27 7b 00 00 19 00 09 72 e@ 58 83 f2 82 25 34 56 Heveoar JXo. %4V

000100 .V.BuC.
000006E4

000006F4 CI 68 AT €2 U2 ™50 59 d4 a0 17 40 eb d9 2c  .hA..Q.P Y...@..,
00000704 27 7c B0 00 10 00 00 55 7 76 a5 d9 fe 66 bY 24 ' |.....U .v...f.$
00000714 21 9 1. +]%.5
00010BF2 m bb 99 94 08 74 7a 5f 05 N.u....% ....tz_.
00010C02__ce 71 €0 01 80 el be Qeennn

00000718 61 c6 Of 1c 40 8 5d 47 "{uveve. 3...@.1G
0000072B ee a0 34 a8 43 13 45 a7 fb 6a 6 26 43 c1 8d 17 ..4.C.E. .j.&C...
0000073B 37 16 00 00 2b @0 @0 49 T3 7e ad 9f d9 51 15 96 7...+..I .~...Q..
0000074B 90 95 e8 34 27 4b 93 10 c4 4c @d bb 59 44 af f4 ...4'K.. .L..YD..
00000758 47 f1 6a 50 b8 57 a4 @c 35 eb cc 8a 51 1b 6 0@ G.jP.W.. 5...0Q...

00000768 _be b .«
0000076D | 37 16 00 00 la @0 00 3c) 83 @05 6b 55 88 71 21 26 7......< ..kU.q!&

00000770 @ 32 d0 18 93 ed 90 96 84 bl 5¢ dd 5b @ 11 €9  .2...... «.\.[...
00000780 51 Q
00010C09 56 f2 6b fc be bf 5e 9e  ~...2..G V.k...~.
00010C19 fc a3 30 7e 2f 6c c3 45 €9 76 e5 aa 1d bf ca 64 ..0~/L.E .v.....d
00010C29 79 8e 90 c7 de b2 2c 7f bl df b3 6b 31 €9 2f 6b  y.....,. ...kl./K
00010C39 56 72 @3 fa 9b 37 10 76 d3 98 72 @e 48 32 14 4c  Vr...7.v ..r.H2.L

00010C49 3 Qe 6 g i
00010C4F 41 bd 50 72 54 2b 86 d9 ~....... ALPrT+..
0001¢ 9 fd b8 6¢c 7b 87 28 b@ 7d Q...+4Y. .1{.(.}
00000785 e4 e3 56 20 a7 2f €3 5b '|..eu.l LWV L/
@00PR79E 39 68 cd 6b T1 6a fd gh.k.j.
00010C6E ea f5 95 10 72 54 @1 28 Nuvuwews 2oa.2T.(
P0010C [ Z 34 e> b3 de db a. R T
000VQ7AS bb 45 1a 85 65 17 ¢cb 13  '{.....V .E..e...

0000O7B5 79 c3 ae ee 50 ff c8 9¢c €@ 97 dd 09 8e ab e5 99 y...Pivs vevinnns

Packet 7085. 48 client pkt(s), 71 server pki(s), 44 turn(s). Click to select.

Entire conversation (70 kB) Show data as Hex Dump B Stream 29
Find: | Find Next

Help Hide this stream Print Save as... Close




DIESS BN

27 7c 00 00 10 00 00 79
27 /b 0000190000 72
27 /b 00 00 19 00 00 ca
37 16 00 00 1a 00 00 3c
27 /¢ 00 00 10 00 00 31

27 /b 00 00 19 00 00 56
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pcapng MY Bl B ol)7

v Qx| “ benchmark.go x
ap (~/Project/golang/gc 41
lea 42
n 43 hl, err := pcap.Openoffline("/Users/cfcdn/Documents/ A /clash royalel3#ifclashroyale-0322-1626.pcapng’)
44 if err != nil {
‘G 45 fmt.Printf("Couldn't create pcap reader: %v", err)
c 46 }
1 blowfish 47 // getPorts(h)
1c 48 getHeader(hl,9339)
49 }
1client 50
] codec 51 func getHeader(h xpcap.Pcap,port uintl6) {
lenet gg . .
1:=
i ORNEE 54 strien := 50
1lolenet 55 for pkt, code := h.NextEx(); code != -2; pkt, code = h.NextEx() {
1main 56 pkt.Decode()
1 readline 58 if pkt.IP.Protocol == pcap.IP_TCP |
59 //BGE0R9339, MAEFPERXZRFSHOMES
Jtools 6@ if_pkt JCP . DestPart == poct S& (okt TCP Flags & ocan JCP PSH = @) {
1 benchmark 61 if len(pkt.Payload) < strlen {
* benchmark.go 62 command := binary.BigEndian.Uint16(pkt.Payload[:2])
™ owl 63 body_len := @xff & binary.BigEndian.Uint32(pkt.Payload([1:5])
o 64 fomt.Printin("command:",command, "\t len:",body_len,"-", len(pkt.Payload[7:]),"\t body:",pkt.Payload[7:])
[ pass 65 if command == 10108 {
[ pcaptest 66 // keepalive
[ tcpdump g; fmt.Println("keepalive:",pkt.Payload)
) README.mkd 70 }
itinnnare 71
72 i4e
hmark

/usr/local/Cellar/go/l 5/11bexec/b1n/go bulld -0 /Users/cfc4n/Pr0)ect/golang/gopcap/bm/benchmark /Users/cfcd4n/Project/golang/gopcap/src/tools/benchmark/benchms
» : i Q50 4% apog -d -p 25146

command: 10513 len: 17 - 17 body: [136 112 97 66 53 153 152 240 149 195 162 123 122 203 6 126 48

command: 14405 len: 16 - 16 body: [121 238 21 170 54 40 13 230 122 218 32 17 197 224 155 66]

command: 10108 len: 16 - 16 body: [76 182 227 68 130 171 85 212 1 62 124 91 151 108 103 66]
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139124001600 13529 244 121 46 116 184 61 65 103 17 224 73
143 189 48]

[39 12400 16 0 0 25 80 113 190 45 125 228 66 148 62 222 192
195 74 184 150]

39124001600 1382159 252 5 252 4 96 135 136 71 30 168 52
19 201]
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Z-jl:zl:lg—lw_l\jl_+_lc \) )| \/I:|¢/jﬁ ~ Z-jl: —

connection from 192.168.2.3:59379 ...
connected to 106.75.133.160:9339 ... // client
ClientHandshake: {
“"unknown_0": 1,
“"unknown_1": 2,
"majorVersion": 2,
"unknown_3": 0,
“"minorVersion": 1507,
"masterHash": "3127f8701d02df604c81083b84285241b5¢cd5745b",
“"unknown_6": 2,
"unknown_7": 2
}
ServerHandshake: {
"sessionKey": "9f38d039ce50adb2e9fbb6aa71462a824ee4903bdbb4a7db"
}
10101 Error: Read buffer out of data.
101901 27750000bT00030000000600254985000000283968336a7a376464796338706d36366€396d7963336234326e6e777739796833636736387a676a6b0200a31700000028:
38343238353234316235636435373435620000000000000000fFfffffff0000000Cc436FT6T6CT
0616420353839300000000000000005342312232010000000000000007323637373031666336313036633162000000027268010900000000000000000002000000000000000¢
20104 Error: Read buffer out of data.
20194 4e88000091000100000006002549850000000600254985000000283968336a7a376464796338706036366€3960d7963336234326e6e777739796833636736387a676a6Db1
a90800000000103134373532363837383631313234333300000000d313435383633343837373632300000000d3134353836333035313630303000FFFfffff
24101 Error: Read buffer out of data.
24101 5e2500016T00000000000600254985010094bcc8019cf1d201be8492e70a00030880ecae51881lcae5188deae518811fcd91a80fcd91a83ecaec51800000880cae51881eaes5]
1881eae5188deae518811cd91a801cd91a83eae5180000371200010000000000120100000100000012000000010000001c010100000000001c00000001000000120300000100¢
efPavooe710113070100007T00000094bcc8019¢cT1d201be8492eT020000007T010000000000000002013600ac8bc0d30c@3032a89843289843bfaf8bef0a031200001212001a¢
aa20685a62a020685a6220200000000007f3600000000000000000000000604050129010502020503010505290100033¢c07063c0B8063c09060001050806051200041201041a¢
f4aacfd6e3
24447 Error: 'Message definition missing (24447).°
24447 5f7f000004000000000001
10513 Error: 'Message definition missing (10513).°
10513 29119000001000000
20105 Error: 'Message definition missing (20105).°
20105 4¢8900000800000000000100000000
14405 Error: 'Message definition missing (14405).°
14405 38450000000000
AvatarStream: {
“"entries": []

}
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X f4HIMagic Number

« Compiled Java class files (bytecode) and Mach-O binaries start with hex CAFEBABE . When compressed with Pack200 the bytes are changed to CAFEDOOD .

« GIF image files have the ASCIlI code for"GIF89a" ( 47 49 46 38 39 61 )or"GIF87a" (47 49 46 38 37 61)

« JPEG image files begin with FF D8 and end with FF D9 . JPEG/FIF files contain the ASCII code for "JFIF" ( 4A 46 49 46 ) as a null terminated string. JPEG/EXxif files contain the ASCII code for "
followed by more metadata about the file.

« PNG image files begin with an 8-byte signature which identifies the file as a PNG file and allows detection of common file transfer problems: \211 P N G \r \n \032 \n (89 50 4E 47 Or
characters to permit detecting unwarranted automated newline conversions, such as transferring the file using FTP with the ASCI/ transfer mode instead of the binary mode. !

« Standard MIDI audio files have the ASCII code for "MThd" ( 4D 54 68 64 ) followed by more metadata.

« Unix or Linux scripts may start with a "shebang” (#!, 23 21 ) followed by the path 1o an interpreter, if the interpreter is likely to be different from the one from which the script was invoked.

« ELF executables startwith 7F E L F

« PostScript files and programs start with "%!" ( 25 21 ).

« PDF files start with "%PDF" (hex 25 50 44 46).

« DOS MZ executable files and the EXE stub of the Microsoft Windows PE (Portable Executable) files start with the characters "MZ" ( 4D 5A ), the initials of the designer of the file format, Mark Zbikowski. T
dosZMXP, a non-PE EXE.'®

« The Berkeley Fast File System superblock format is identified as either 19 54 01 19 or 01 19 54 depending on version; both represent the birthday of the author, Marshall Kirk McKusick.

« The Master Boot Record of bootable storage devices on aimost all |IA-32 IBM PC compatibles has a code of 55 AA as its last two bytes.

« Executables for the Game Boy and Game Boy Advance handheld video game systems have a 48-byte or 156-byte magic number, respectively, at a fixed spot in the header. This magic number encodes a b

« Amiga software executable Hunk files running on Amiga classic 68000 machines all started with the hexadecimal number $00000313, nicknamed the "Magic Cookie."

« In the Amiga, the only absolute address in the system is hex $0000 0004 (memory location 4), which contains the start location called SysBase, a pointer to exec.library, the so-called kernel of Amiga.

« PEF files, used by Mac OS and BeOS for PowerPC executables, contain the ASCII code for "Joy!" ( 4A 6F 79 21 ) as a prefix.

« TIFF files begin with either 11 or MM followed by 42 as a two-byte integer in little or big endian byte ordering. II is for Intel, which uses little endian byte ordering, so the magic numberis 49 49 2A
ordering, so the magic numberis 4D 4D 00 2A.

« Unicode text files encoded in UTF-16 often start with the Byte Order Mark to detect endianness ( FE FF for big endianand FF FE for little endian). And on Microsoft Windows, UTF-8 text files often sta

EF BB BF.

« LLVM Bitcode files start with BC (0x42, 0x43)

« WAD files start with IWAD or PWAD (for Doom), WAD2 (for Quake) and WAD3 (for Half-Life).

« Microsoft Compound File Binary Format (mostly known as one of the older formats of Microsoft Office documents) files start with D0 CF 11 EO , which is visually suggestive of the word "DOCFILEOQ".

« Headers in ZIP files begin with "PK" ( 50 4B ), the initials of Phil Katz, author of DOS compression utility PKZIP.

Detection

The Unix utility program file can read and interpret magic numbers from files, and indeed, the file which is used to parse the information is called magic. The Windows utility TriD has a similar purpose.
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« WAD files start with IWAD or PWAD (for Doom), WAD2 (for Quake) and WAD3 (for Half-Life).
« Microsoft Compound File Binary Format (mostly known as one of the older formats of Microsoft Office documents) files start with DO CF 11 EO , which is visually suggestive of the word "DOCFILEQ".
« Headers in ZIP files begin with "PK" ( 50 4B ), the initials of Phil Katz, author of DOS compression utility PKZIP.
Detection

The Unix utility program file can read and interpret magic numbers from files, and indeed, the file which is used to parse the information is called magic. The Windows utility TriD has a similar purpose.

Magic numbers in protocols |edt)
Examples

« The OSCAR protocol, used in AIM/ICQ, prefixes requests with 2A .

« In the RFB protocol used by VNC, a client starts its conversation with a server by sending "RFB" ( 52 46 42, for "Remote Frame Buffer") followed by the client's protocol version number.

« In the SMB protocol used by Microsoft Windows, each SMB request or server reply beginswith' FF 53 4D 42 ' or "\xFFSMB" at the start of the SMB request.

« In the MSRPC protocol used by Microsoft Windows, each TCP-based request begins with 05 at the start of the request (representing Microsoft DCE/RPC Version 5), followed immediately bya 00 or 01 fc
first byte is always 04 .

« In COM and DCOM marshalled interfaces, called OBJREFs, always start with the byte sequence "MEOW" (4D 45 4F 57 ). Debugging extensions (used for DCOM channel hooking) are prefaced with the

« Unencrypted BitTorrent tracker requests begin with a single byte containing the value 19 representing the header length, followed immediately by the phrase "BitTorrent protocol” at byte position 1.

« eDonkey2000/eMule traffic begins with a single byte representing the client version. Currently E3 represents an eDonkey client, C5 represents eMule, and D4 represents compressed eMule.

« SSL transactions always begin with a "client hello” message. The record encapsulation scheme used to prefix all SSL packets consists of two- and three- byte header forms. Typically an SSL version 2 client he
response to a client hello begins with 16 (though this may vary).

« DHCP packets use a "magic cookie" value of ' 0x63 0x82 0x53 0x63 'at the start of the options section of the packet. This value is included in all DHCP packet types.

« HTTP/2 connections are opened with the prefac{' 0x505249202a20485454502£322e300d0a0d0a534d0d0a0d0a ‘jor f PRI * HTTP/2.0\r\n\r\nSM\r\n\r\n "} The preface is designed to avoid the
support earlier versions of HTTP but not 2.0.

Magic numbers in other uses | edit]
Examples
« The default MAC address on Texas Instruments SOCs is DE:AD:BE:EF:00:00 []
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-rW-r--r-- crcan 8578 4 D
-rw-r--r-- 1 cfc4n staff 14154 4 22 18:27 S &
-rw-r--r--@ 1 cfc4n staff 36202 4 26 16:32 = 5 3 =¥ .png
cfc4n@cnxct :~/Documents/H A /DHDS #7 $ hexdump 1.jpg |head -n 2
0000000 ff d8 ff e@ 00 10 4a 46 49 46 00 01 Q1 91 00 00
0000010 00 00 00 00 ff db 00 43 00 06 94 @5 06 05 04 06
cfc4n@cnxct:~/Documents/4 A /DHDS 47 $ |}

0000000 ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 00
0000010 00 00 00 00 ff db 00 43 00 06 04 05 06 05 04 06
cfc4n@cnxct :~/Documents/ A /DHDS #7 $ hexdump 1.gif |head -n 2
000000¢ 47 49 46 38 39 61 5a 00 46 00 87 5a 00 02 92 02
0000010 V1 81 1b 85 V0 V0 84 84 84 29 21 62 91 92 92 be
cfc4n@cnxct : ~/Documents/4 A /DHDS #7 $ |}
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20000000 5D 00 00 04 00 SB BO 00 00 00 11 13 88 26 D3 4D Jeeeeeeennnas &M
, | 00000010 46 2E B6 8E EC SF 6C 4B 7A 3B 1A 1F 1E BB 39 79 F...._ 1lKz;....9y
— 20000020 F2 07 98 58 98 E1 SA €7 6©A CA 3F 80 C3 g8 23 3F ...X..Zgj.2...#2
2| 00000020 23 3A A0 FS 3E 00 FF EE F9 BA SE 92 10 49 A1 74 #:..>..... ~..I.t
20000040 30 B9 2B 12 E9 2C 97 1A 19 €4 7B 3F D7 01 83 DE 0.+.., d{2....
10000050 66 C2 62 €8 2D F5 96 BC 5A 43 79 B7 01 1A C7 20 £.bh- ZCy

J000006e0 F3 90 FA 46 7C 97 DC 72 B7 Eé6 D9 F8 25 46 Fé 33 ...F|..r....%F.3
J0000070 DO 25 1E 46 C2 3A 99 A4 4D 3C 84 56 A2 24 5E AF .3.F.:..M.V.5".

JO000020 FD F3 26 CD 44 35 8A 4C 6F C2 E1 B9 F1 87 65 4B ..&.D5.Lo..... ek
Jo00o000sCc D4 A2 50 3B 05 51 D2 00 BC 68 A8 74 92 96 EC BF ..P;.Q...h.Tt....
J00000a0 A9 49 A6 FC FE F7 BD FF CE OA 25 E2 F2 28 C4 1C .I........ g..(..
J00000p0 C1 BAAC 7F 01 D6 A4 C1 RO €7 9D DO FB 09 ES C7 ...[..... Jecccoer
J00000c0 De B8 51 71 56 90 ED 90 C8 25 2B D6 24 74 84 CE ..Q4qV....3+.5¢..
Jjooooodo 72 71 BC D4 A6 CS DS 8D 91 6C 2A 93 DS 82 DE 8D rgeeee... 1%, ....
J000o00e0 ES 1C DA 62 E7 FC 15 70 E7 Cé ED 53 04 BD 4A 43 ...b...p...5..4C

JO0000Z0 A7 B3 C3 70 DA 84 Bl 1D 85 AF FD 6B FE 4E 8E SD ...Pecceccens N.]
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credits.
effects.
music.
sounds.

Ccsv:
CSv.:
CSv.
CSv:

5D 00 00 04 00
5D 00 00 04 00
5D 00 00 04 00
5D 00 00 04 00

csVX G EERS

4F 02 00
OB BO 00
BE 03 00
86 84 00

00 00 11 13 88 26 D3 4D
00 00 11 13 88 26 D3 4D
00 00 11 13 88 26 D3 4D
00 00 11 13 88 26 D3 4D

46 2E C5 BA A5 53 6B 56
46 2E B6 8E EC 5F 6C 4B
46 2E B6 8A 1F 5E 04 B3
46 2E B6 8A 1F 5E 04 B©

08 84 CF 8B 5B 2E D8 7C
7A 3B 1A 1F 1E BB 39 79
2F A2 F7 83 @7 D2 @3 39
76 5C 57 E7 BA 60 89 20

5d 00 00 04 file heaher\magic number\file signature

5d 00 00

file heaher\magic number\file signature



LZMA
0x5d at the beginning (it's a flag), a 32bit field (size of the dictionary) and the lzma data.

The raw lzma stream usually starts with a 0x00 (offset 0x5)

Note: if you use "comptype [zma_compress” in QuickBMS to compress data, your output will start with 0x2c insteac

S5d 00 00 00|08 00 44 94 aé bl a9 14 37 &S 03 e

€l 4e bS5 0a 29 £7 bc £4 0a 39 10 7€ ec 89c fe 41
la 6a 07 €1 ce el e0 58 3f 2f al €a c9 03 24 24
328 74 b0 3d 19 ab 33 0c 73 57 75 94 da 8a ac Te

Jeases Deveoe 7e..
aN..)....9.v...A
g e as X2/.3..-%
8t.=..3.3Wu....~

Izma 86 head
As before with a 64bit uncompressed size field before the compressed data.

Sd 00 00 00|08 cf£ 07 00 00 00 00 00 00 00 44 94

aé bl a9 14 37 €5 03 e8 &1 4e bS 0a 29 £7 bec £4
Da 39 10 7€ ec Sc fe 41 1la ¢€a 07 281 ce el o0 58
3f 2£f al €a ¢9 03 2d 24 38 74 b0 34 19 ab 33 0Oc

JeesensancansaD.

....76..°N..)-..
9eVereBAeJeeea X
?/.j-.'sat.'--ao

Izma 86 dec
One byte more than lzma.

S5d 00 00 00|08 00 00 44 94 a6 bl a9 14 37 &S 03

ef €1 4e bS5 0a 29 £7 bc 24 0a 39 10 7¢ ec 9c fe
41 la 6a 07 81 ce el el S8 3f 2f al 6a c% 03 2d
24 38 74 b0 3d 19 ab 33 0¢c 73 57 75 94 da ta ac

e L et A
Bfce)eosedeVeuo
) b locooer 4o o=
$8t.=..3.8Wu....

Izma 86 dec head
All the fields seen before.

rI5d 00 00 Q0 ha 00 £ 07 00 00 00 00 00 00 00 44

94 at bl ad 14 37 €5 03 e8 €1 4e bS5 Oa 2% £7 bc
£4 0a 39 10 76 ec 9¢c fe 41 1a &a 07 81 ce el &0
58 3f 2f al €a c9 03 2d 24 38 74 b0 3d 19 ab 33

----.72--’“-.,--
ae D) e Va'alolia'] nanss
X?/.J..“Bt.-.-s

lzma efs
Used by the ZIP file format.

Sd 00 00 00|08 00 00 05 00 00 44 94 a€ bl a% 14

37 65 03 e8 €1 4e bS Oa 29 £7 bc £4 Oa 39 10 76

Jeceeaaass Decess
7e..aN..)....9.V



LZMA file format

The LZMA header is not well documented. It's also a bit usual: it doesn't appear to have a magic byte prefix, as one would
expect from a modern file format, and it not word-aligned. Nevertheless:

Offset Size Description

e 1 1c, 1p and pb in encoded form
1 4 dictSize (little endian)
5 8 uncompressed size (little endian)

For the nine compression levels above, the five magic bytes are:

-1 5d 60 0 01 oo
-2 5d 00 e0 10 oe
-3 5d 00 o0 e8 o0
-4 5d 00 e0 10 00
-5 5d 60 @0 20 00
-6 5d 60 00 40 00
-7 5d 60 ©0 80 00
-8 5d 00 00 ee o1
-9 5d 00 e0 @0 062

The .1zmag6 format adds an optional extra filter to better compress x86 executables. It begins with a one-byte prefix, which
Is @ forstandard LZMA and 1 to indicate that the x86 filter is applied. The remainder of the format is the same. (This
package doesn't support Izmad6 de/compression.)



lzmag{t24

LZMA,  (Lempel-Ziv-Markov chain-Algorithmi48E) , &— "1 DeflateMILZ778H%
NEMMLNENERER, FAEZIgor Paviov, 2001 EHE XN BT 7-Zip/E4E T
B, Z 2001 FARFE RBA—TEUEEBE L, BERKMUT LZ77 NFHESR
R, T—AxAVIER NEAERLE bzip2 NS, ATEA MR ZFHEKNPIIX4GB,

Z I HZNbInEFT el & 2Izmal =458

hitp://sudo-kill-all.blogspot.tw/2015/06/tutorial-unpacking-cable-modem-

firmware.htm

http://zenhax.com/viewtopic.php?t=27
https://github.com/cscott/lzma-purejs/blob/master/FORMAT.md

ftp://ftp.uni-bayreuth.de/pub/packages/tools/lzma/tukaani.org/lzma/header-
format-12.txt



http://sudo-kill-all.blogspot.tw/2015/06/tutorial-unpacking-cable-modem-firmware.html
ftp://ftp.uni-bayreuth.de/pub/packages/tools/lzma/tukaani.org/lzma/header-format-12.txt

L ZMARIRFC

ftp://ftp.uni-bayreuth.de/pub/packages/tools/lzma/
tukaani.org/lzma/header-tormat-12.txt

* the number of literal context bits (Ic, [0, 8]);
* the number of literal position bits (Ip, [0, 4]); and

* the number of position bits (pb, [0, 4]).
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08 84 CF 8B 5B 2E D8 7C

5D 00 00 04 00 14

AF 02 00 00 00 11 13 88 FNHRE4E 2 BRI 14
{BERE X145

SE

X credits.csv:

KE

CSVAZNE

5D 00 00 04 00 4F 02 00 00
00 11138826 D3 4D 46 2E C5 BA A5 53 6B 56

YA

*E

2 285

48 2 BIRY X

11

~magic Number

13 38

KIN?

/211 13 88 Z HiHY?



csVHEZAY

o B2 BIRY LS, 311 13 882 BN F I RmAR

4+ 02 00 00 00

9B BO 00 00 00

BE 03 00 00 00

86 84 00 00 00



CSVAZNE

. /J\jﬁ”ﬁﬁuEiZF/\%U%: 591, 2971, 958, 33926,
I BRTR

« BXBNLZFT, LR LERZET1K 3KB,1KB,33KaHF
=+

» AR, RMEABELEEDEANZ,

IS
TH}




VEERS

EXRIESNIE N lengthBOE iR Eidid?

FRIzmak EEE8F THIKE, 5T, NEM?

DERE? ISR, Fth37-0x000E6?

BB

SAREY4AF 02 00 00 00”E

*bATIIEL?

EfRT ..

BRIEIMIFERE...ORINE, WizmafhZE

2 B /e — I AY00 R literal position bitsBIER D IE?



o\

F\clashroyale\clash-royale-1.2.3\assets\cov_chent\effects.csv - EditPlus

W) Wli(B) =R(X)
S ndQlam¥ o 4

TRIG)

WS Zen Coding LK) W&
3| Adw = 4| D@3 B 02

O %X|9¢C|p i
-

BE  |2a% | @m | /' EAcrt_download\clash royale\1.c =iE
] code 'J H 7 F\clashroyale\clash-royale-1.2.3\assets\csv_chient_decode\effects.csv (e
u F\ e e e e e B e B e D e S St el Do S | e S It S S Sl I S S S S ——. —
_; clashroyale 1 "Name™,"Loop","FollowParent”,"ShakeScreen”,"Tine" ,"Sound"," Type" ,"FileName" ,"ExportNane” ,"ParticleEnitterName" ,"Effect™ ,"Layer","Scale”,"TextInst:
cdash-royale-1.2.3 2 “string","boolean”,"boolean” " int" “int™ “string”,"string” ,"string"”, "string“ “string”,"string” ,"string” ,"int" “string” ,"string" ,"string” “int"
r- _— 3 "uugradttard start”, .., "sound_upgradeCard_start™ “SW* . ,  "Above",
dhasated U waswsesParticleEnitter”,,,"ArcherTower_particle1”,,"Above",,,,, A - : 2 stwork\clashre decode_cs
R— e e R s SThact i s Ty nas Eie Edit View Navigate Code Analyze Refactor Build Run Tools VCS Wi

_, sorted_regions

ackground_decos.csv
illing_packages.csv

nt_globals.csv
redits.csv

alth_bars.csv

Ipshift.csv
ints.cosv

USIC.C5V

v

barticle_emitters.csv
tounds.csv
exts.cov
exts_patch.csv

14

sesses Particletnitter”,,,"Card_upgraded_effect1”,,"Above",,,,,

vasses ParticleEnitter,, "Card_upgrade_effect2", “Above",,,,,

r 3323200, "ParticleEnitter”,, "Card_upgrade_effect2", “Above”,,,,,

v e 6000, "ParticleEnitter',, "Card_upgrade_effect2", " Above",,,,,

v rs,9600, “ParticleEnitter”,, “Card_upgrade_effect2", “Above™,, .,
......“Particletuitter"..."Card_upgvade_effectS"..“above“.....
“upgradeCard_stat_appear” ....."sound _upgradeCard_stat_appear' "SWF",,,,
"upgradtcard stat changt rrary Sound_upgradeCard stat changc".“SUF',.,,

[H) FAclashroyale\clash-royale-1.2.3\sssets\cov_chent\effects.csv

B° Project -

 clashroyale ' [ src ) [ decode_csv + ©~ maingo
D 4 | 8- I

[ bin
[ pkg
v Dsrc

SD 0000 04 00 9B BO OO 0000 11 13 88 26 D3 4D J.vvevvvernnss .M
46 ZEBE REEC SF €C 4B A 3B 1A 1F 1EBB 39 79 F...._1Xz2;.... 9y
F2 07 92 S8 98 E1 SA 67 & CA 3F 80 C3 28 23 3F ...X..203.%...9?
23 JA A0 FS SE OO0 FFEE F9 BA SE 92 10 49 AL 74 #:..>...v".u e
30B9 2B 12E92C 97 1A 19 64 7B 3F D7 01 B3 D€ 0.4..,...d{?....
€6 C2 62 €2 2D FS 96 BC SA 43 79 B7 01 1A C7 20 f.ph-...2Cy....

FI 90 FA 46 7C 97 DC 72 BT E6 D9 F8 25 46 F6 33 ...Fl..r....8F.0
DO 25 1E 46 C2 3R 99 A4 4D 3C €4 56 A2 24 SE AF  .%.F.:..M<. V.5~

FDF326CD 44 35 BA 4C G6F CZE1 B9 F1 €7 65 4B ..s.D5.Lo..... eK
D4 A2 SO 38 0S5 S1 D2 00 BC 62 A8 74 92 S6 EC BF ..P;.Q...h.t....
A GO AEFC FEF) BDFY CE OR 25 E2 F2 28 C4 1C I.icievanetiites
ClLEAA "'"FOLDEARECL RO 67 SD DO FB 09 ES C7 ...:.....q......’
D6 B2 S1 71 S6 90 ED 90 C8 25 2B D6 29 T4 B4 CE  ..QQV....%e 8.,
72 71 BC DA A6 CS DS 8D 91 6C 2A 93 DS 22 DE 8D rQucecces d%. 0000
ES 1C DR €2 E7 FC 15 70 E7 CE ED S3 04 BD dA 43 ...b...p...S5..0¢C
ATB3CIT0DAS4d Bl 1D ES AF FD €B FE 4E BE SD ..ePruvuvanes N.]
AD 76 TE S6 SE COFODE IEDOCEFBIFIOECCES . veWXovevevonnnn
SC 42 2F 18 SL 09 2F S6 BECE EC BA A 29 SEF3 .B/.Q./V....0)*.
E9 43 SA CE DO OS ES 37 E4 GECF 00 64 25 EB 28 .Ciuvas 7.£..4%. ¢
I GLO6FF E9 3R 46 73 7276 CO 65 CA TAC6 S5 OA...:Ferv.e.2.U
CS BB FAAR 73 30 3436 011213 00CBES5 3680 ....3046...... 6.
B EDCS QA 70 6D QC 6F 483 C1L SD 1T TEAD ES 7 M. OpeioK. ) iv. o~
F2 42 07 2B 21 F3 EF EO0 12 1A 7TA S2 74 C2 BC SB . B.+'.0...2Rt..[
£1.37 71 F3 60 OC F 30 4F 03 45 FD O3 BA 45 46 Ja.) NF. FF

v [0 decode_csv
¥ maingo
v [ decode_sc
© main.go
I clashroyale.iml

» 3 enet | ooovroot
» Wk External Libraries

" clashroyale (" wunrootiorkicash

" decode_csv\main.go x

var msg [Ibyte
nsg, ery = zoutil, ReadFile(filens
= nil |

log.Fatalf ("%w”, exr)

if err

}
var decodeasg [Jbyte

switch file_ext {
case “.csv':
asgl = append([)byte{0,0,0,0]
decodeasg * append(msg[:10], n:
case .sc¢ :
nsgl := append([Jbyte{0,0,0,0]
decodeasg = append(msg[26:35],
default:

)
decodensy RS{

= lzma. NewReader (bytes, NewBuff,
defex = Close()
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http://www.cnxct.com/how-to-watch-lol-tencent-ob-on-mac-osx/?f=uz

SCX - RERS
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¢ B

building_barbarian_hut.sc §53 43 00 00 00 01 00 00 00 10|C7 3E 67 9D AC 90
building_bomb_tower.sc 53 43 00 00 00 01 00 00 00 1050 2F AB B7 BF 78
building_mortar.sc 53 43 00 00 00 01 00 00 00 10)17 80 6D 53 C1 F3




SCX - RERS

3S) 3HE(D) AEF IE(G) WMI/L) Zen Coding BOK) #EE)

assets\sc\arena_training.sc - EditPlus

Hx

20X

| 2 & (Fiodt] A3 T S AN

£

@A F| k2

53 43 00 00 00 01 00

00| 00

DA
00
24
41
9é
1D
Cé
6E
45
AS
33
4ac

B8
00
A8
12
02
CB
Fl
FO
BA
B2
EC
EE

32
00
2B

BE
0B
7E
SA
FE
07
96
53
13
DC
76
10

A5
g0
62
E2
Cc7
99
E8

45
1E
EA
42
DD
FA
SD
83 59
Re C5
4F 48
4D 21
Age TE

5B

01
5B
DA
3E
A5
19

1B
03 46
53 9B
75 8
3A 16
AB 24
68 8C
3F 28
3C 3E
D4 R4
0B F2
4E 5D

2C 13
4ac
B2
9D
D9
99

Bl

04
9F
2C
D9
g9
CB
3C 42
F9 72
97 58
87 F7
C9 9F

53 43 00 00 00 01
53 43 00 00 00 01
53 43 00 00 00 01

building_barbarian_hut.sc
building_bomb_tower.sc
building_mortar.sc

00 00 00 10
00 00 00 10
00 00 00 10

10 26 91 3F 38 CE
5D 00 00
AF 20
6D
4B
CB
9F 1D
7F Dé
A6
D4
E9
29
96

04
D3
68
43
3E
65
SD
CE
E6
22
37
ED

00
55
EQ
BA
BO
12
71
BA
59
7B
71
2A

40
18
EOQ

67
22
BA
CS
83

C7 3E 67
50 2F AB
17 80 6D

1C| 5Cuunnn... 5.28).
BC 2. B, [Leees)
0B wevennn. FL.. .U.
61 ns$.+~b.S...m@h.a

go .A..Z.Ju..,/K.J..
BF ceefeeeltecens >..
89 .L.ieeee.. $....2.

E6 ...... lh...[.]q.
C2 un.[S.Y?(<J.g...
42 .E..... <>.r.".YB
DD >.CH...X.."{.
B7 3..vM!'....).7q.
6B .L ~N]l.oo... *k
9D AC 90

B7 BF 78

53 C1 F3



SCX - RERS

Magic Number:53 43 00 00 00 01 00 00 00 10

NHEME, RAELARIXPALRIAE

ZSuperCellHE N HJ?

Ox53\0x43 21+ 472

ASCIHX WS, C
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AREFLINEIE =S

o Linux CAREN 4 Zfopen
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ABEA I MfopenFFIANE

2.3\lib\x86\libg.so0 ool e -E | [
Debugger Options Windows Help
B 3 @@ cdmie F-FumX:P@DO »:EH-»

.ar function

LI T

Unexplored B Instruction

External symbo

B X  Hex View-1| | Structures | | @Enums 3
Address Ordinal Name
¥z) 005DD2D4 _cxa_finalize E
%z] 005DD2D8 __cxa_atexit
%= 005DD2DC __stack_chk_fail
M=
5 005DD ope
=[ 00SDDZES fputc
£] 005DD2EC fwrite
) 00SDD2F0 glGetintegerv
) 005SDD2F4 glUseProgram
| 005DD2F8 memcpy
£] 00SDD2FC powf
Z| 005DD300 atan2f
z] 005DD304 sinf
z] 005DD308 cosf
z] 005DD30C ceilf
=] 005DD310 atanf
z] 005DD314 lrand48
£] 005DD318 memset
error()|| %) 005DD31C glBindFramebuffer
) 005DD320 glBindTexture v
] <« | 1} — [ ' »




ARXERY Y =2

A fopenfI R FIEER1RE %

A

R CIpr

18 AT,

=fopenK IR SR Z

DISEXAFRIE?

= lg? YT’-LF% KEEjJ 700 E/j o




INRATRE LA

¥ IDA - F\clashroyale\clash-royale-L23\ib\x8b\ibg.co
file Edit Jump Search View Debygger Options Windows Help

AEH e 08 8 ) o @O et -Fd X p D D[R debugen v] %P @

Library function Dats [ Repalar function Unexplored B Instruction External symbol

7] Functions windew O & x| [5I0A Yiev-A I (5] Psendocode-C l 5] Pseudocode-B l %) Pseudocode-A I W Occurrences of: _tex I (O] Mex View-1 5 Pseudocode-D B | |
"N—— g\ 4 gw_. vi176 = 03
. 206, wvi = operator new(8u);
sub_1FD3EQ e 207| sub 1E3600(vE, (int)&uU189, “rb™);
sub_1FD3F0 e 208| if I t(unsigned int8)sub 1E1BAB(LE) )
sub_1FD420 e 209| ¢ -
| sub_1FD450 e 210 sub 1AB2BO(&U1/5);
sub_1FD4CO e 211 sub_20FFBO(&u175);
sub_1FD530 e 212 sub_1AAB6B((int)&u175);
| sub_1FD570 e 213| ) -
sub_1FD580 Le 214 v125 = 35;
sub_1FD590 e 215 w9 = sub_1E1BCO(uS);
sub_1FD5F0 e 216 v120 = u9;
sub_1FD630 R 217 v176 = u9;
"| sub_1FD670 R 218 vi174-=_p*
sub_1FDGAD R 219 vi173 -
sub_1FDGEO e 220  sub AFAPEA(uS, Bul17h, 1u, 2u);
' sub_1FD7CO R 291| U197 BR ." )
sub_1FD910 e 222 sub 1E1C50(v8, &u179, 4u, 1u);
. sub_1FDAG0 e 223 vl = ((unsigned inb)u173 >> 8) & OxFFB0;
sub_1FDBBO e 226 011 o= 01D | (U173 << B) & BXFFOBOD | (u172 << 28) | (v173 >> 24);
sub_1FDBEO e 225 w173 = vl | (U173 << B) & OXFFOOO0 | (u173 << 28) | (v173 >> 24);
sub_1FDCCO e 226/ 4f ( (unsigned int8)u174 t= 83 '| (unsigned int)(uit = 1) > Bx63 || (unsigned int16)Y(vi17h & BxFFOB) t= 17152 )
F| sub_1FF420 M 297 ¢
sub_1FF4AD & 228 sub 1E39BO(u129, 0, 0);
sub_1FF520 Le 2290 122 = 1;
| sub_1FFSA0 e 230| )
sub_1FF740 e 231 else
sub_1FF780 Le 232| ¢
| sub_1FFEBO e 233 sub 1E1CSO(v129, &U185, 4u, 1u);
sub_1FFF90 e 234 U185 = ((unsigned int)u185 >> 8) & OxFFOO | (v185 << 8) & OXFFOO00 | (v185 << 24) | (U185 >> 24);
sub_200010 & 235 sub_1E1C58(v129, &u177, 1u, v185);
7 sub_200070 p? 236|  v122 = 0
su b_200320 R 237 }
sub_2005D0 R 238 vi12 = al;
« i ' 239 if ( byte SBDCAY )
% 240 goto LABEL_246;

Line 10269 of 16516 001E2440 sub_1FDCCO:205
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53 43 00 00 00 01 00 00 0 26 91 3F 38 CE 1C| SC.vuu.... £.281.
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BF 41 12 FE SA E2 4A 75 C8 9D 2C 4B 18 4A BA 80 .A..Z.Ju..,K.J.
10 96 02 SB FE C7 DD 32 16 D3 D9 CB EO 3E BO 8F ...levefeun.. >..
93 1D CB AB 07 99 FA AB 24 99 289 9F 1D 65 12 89 ........ $....e..
AE C6 F1 01 96 E8 5D 68 &8C B1 CB 7F D6 5D 71 E6 ...... ]h...0.]q.
75 6E FO SB 53 83 59 3F 28 3C 42 26 67 CE BA C2 un.[S.Y?(<J.g...
FF 45 BA DA 13 26 C5 3C 3E F9 72 D4 22 E6 59 42 .E..... <>.r.".YB
97 A9 B2 3E DC 4F 42 D4 A4 97 58 E9 BA 22 7B DD ...>.OH...X.."{.
FO 33 EC A5 76 4D 21 OB F2 87 F7 29 C5 37 71 B7 .3..vM!'....).7q.
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e3bbc58

L)Erﬂ@lﬁ—"—,"?&"- UXI;' Ip'ﬁﬁlﬁ*izlAaHxnth¢ I- t‘_"lL}?
BE |vaz|Exm 00000000 .se 54 45 41 31 42 03 A7 RO BS D2 83 62 87 91 KXTERIB...... b..
"000001d EB 50 90 4C 6D 4A CE 52 59 F8 3C 11 94 8C 80 8F  .P.ILmJ.RY.<.....
[E] |l 0ocooo2d Be A9 12 D9 BB 1A 32 60 62 67 CA 43 23 C8 EE BE  ...... 2°bg.C#...
7000003 CB BE 3B DE D4 F7 90 64 37 09 A2 3A FE BA D2 77 euiev..dTe.i... W
L EA ~ || cooooosd] D3 AF 6C 1F SE R4 4B 2E 17 89 82 3F 36 1D E8 4C  ..1.~.K....26..L
L AETE || cooooosd SE €1 OF 8A BA 62 1C AB 79 AE FC 7A 86 37 C7 4C ~....b..y..z.7.L
1000006 E4 OE DE BE 21 75 AE 77 FF 64 13 21 82 7C EE 89 ....'u.w.d.!'.|..
Ly REFOLHER _1.3.0_release 1000007q DC 6F 30 10 A6 32 E7 54 F1 50 6A SC AD 4E F5 C9 .00..2.T.Pj\.N..
. | assets "onnoosd A 47 6E 89 55 3F C8 1C 1A E7 BE BE 28 42 80 06 jGn.U2....... B..
B sic 100000911 2F 48 C6 75 0B 8E 75 2B 8D BF DE 07 FA 02 9F 1E  /H.U..Ubeenonn..
’ _ =|| coooooead 96 OF 6C CC 2C 91 84 62 18 D2 A3 33 BA E0 58 OE ..l.,..b...3..X.
L1 basic 100000k 7C 79 10 1C 3C 7F AF 01 62 9D CE BA 8D ED 43 BD |y..<0..b..... c.!
.| cocos 00000 86 1E AA 07 70 03 E2 A3 59 FO 49 4A 43 36 B8 73 ....p...Y.IJC6.s
B omesion "000004d €7 DA OC C3 9A CC 3F E4 SE 7A AB 24 SB OB D5 F5  ...... 2.~z2.85].
"00000ef] E3 A7 4A F1 CO 7C F1 71 9A C2 3C E4 43 0E F3 DO ..J..].q..<.C..
_u config 7000000 DF 8B 81 BD 3A 38 BE FD DS 66 1A BO EC 78 16 16 ....:8...f...X.
., packages —|| 0onoo10d 22 F2 B7 77 B6 C2 00 E0 2E E8 B1 FC CD 54 2F 16 ™. eWeuewnnnnn T/.
@ platform 10000111 8E 11 9F EC 4E 43 08 A9 C1 47 F& 4D SE ED 71 62 ....NC...G.M*.gb
_ o , "00001211 76 0B 1F A9 F8 3B FA 59 CC 35 A7 4A 7D A4 47 1€ v....:;.Y.5.J0}.G.
.1 plugin_activityoperations 10000137 9C DS Bl SD E2 BO 3E 76 7B 21 BB 8D B4 C2 63 1D ...]..>V{!....cC.
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_ "00001=f] 4D C4 4C 57 2F SC 38 EF 4B 6F 36 EA 3E 2F 97 0B M.LW/\8.Ko6.>/..
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000022023 23 FI 7L CDSD LS IE 28 78 C7T FE 52 68 65 2B #5.4.1. . (X .RhhF
10000230 EO 1E BA 8D 38 11 EF D3 C9 BC CA A4 A0 29 5F 99 ....8...u.... ) .
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Search View Debugger
- Hpe B 3
SR |

n ~ Data ] Regular function

l
lata

_to_root
ype_internal

ype
ype_and_takeownership
ype_and_addtoroot
lue_from_root

alue

oolean

umber

tring

serdata

sertype
sertype_and_takeownership

l

ber
'g
rdata
rtype
e
olean

-har *,uint,uchar *,uintuint *)

ol T pae el e o e e e B

»

Windows

wﬁ: [:?j ar \‘4' v 2’? ) X [> D [No debugger

Unexplored B Instruction
O & X | [[Z]I0A View-a

14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
u1
4y2
43
Ly
45
46
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External symbol

‘ @ Pzeudocode-E £

[E] Pseudocode-D l :E] Pseudocode-C I La Pzeudocode-B l LE} FPzeudocode-A

l @ Hanes win

u13 = a3;
vih4 = ak;
vl cocos2d::Director::getInstance{this);

v5 = (cocos2d::Luakngine *)(*(int (_cdecl **)(int, DWORD, signed int, signed int))(*( DWORD =)uy + 12)
vy,
#( DWORD #=)(=( DWORD =)ui + 12),
286331153,

1066471697) ;
u6b = (cocos2d::ScriptEngineManager *)cocos2d::LuakEngine::getinstance(vs);
u7 vb;
uB (cocos2d::ScriptEngineManager »)cocos2d::ScriptEngineHanager::getInstance(ud);
cocos2d::ScriptEngineHanager::setScriptEngine(v8, v7);
v9 = (cocos2d::FileUtils *)(*(int ( Ffastcall =x){cocos2d::ScriptEngineManager *, char[4]))(¥*( DWORD *)v
v/,
"src'');
u18 = cocos2d::FileUtils::getInstance(uv?9);
sub_KEGEAB((int)&u1h, "res', (int)&uid);
cocos2d::FileUtils::addSearchPath({uvit, &uil, 0);
sub_4ESC84((int)&uI4);
ull = %( DWORD =)(*(( DWORD =)u7 + 1) + 28);
lua_module_register(uvii);
BindingHelper::init(vi1);
j_J_lua_getfield(vi1, -10002, “ G");
register_all_cocos2dx_uuf(uvil);
register_all cocos2dx uuf manual(uiil);
luaopen_cmsgpack(vi1);
i_i lua settop(uvii, 8);

(*(void (_ cdefl *x)( DWORD, DWORD, signed int, DWORD))(#x(( DWORD *x)u7 + 1) + 112))(
#(( DWORD =)b7 + 1),
"2dxLua",
6,
“XXTEA");

L return (unsignpd int)(*{(int (__ fastcall =x*)(cocos2d::ScriptEngineManager %, DUWORD))(*( _DWORD =)u7 + 28)




=X EEvallZ =yl

C-oB-AaMP|?-C-

Debug ~| Win32 - P ZH Windows B - | 7 i (|

hl
|III\I,

?E CCDirector.cpp CCLuaStack.cpp + X [dd¥idiXesls! CCImage.cpp TGAlib.cpp CCTileMapAtlas.cpp jsb
ﬁ ! libluacocos2d | ~! = LuaStack

gg f while (0);

gﬁ } return 1;

-lint LuaStack::lualoadBuffer(lua State %L, const char *chunk, int chunkSize, const char *chunklName)

{

BEL

int r = 0;

- if ({_xxteaEnabled && strnemp(churk, _xxteaSign, _xxteaSignLen) == 0)

{
// decrypt XXTEA
xxtea_long len = 0;
unsigned char#|result = xxtea_decrypt {{(unsigned char#)chunk + _xxteaSignLen,
(xxtea_long)chunkSize — _xxteaSignlLen,
(unsigned char*)_ xxteaKey,
(xxtea long)_xxteaKeyLen,
&len) ;
r = lual_loadbuffer(l, (char*)result, len, churklame);
free(resulty;
1 signt97E F{XYX 2magic number
- else
{

r = lual_loadbuffer (L, chunk, churkSize, churkName) ;



2R UAH

shroyale ' [ src » [ decode_dhd » * main.go »

ject v O 5= I | © maingo x = decode_dhd\main.go x

lashroyale '~ orootworkics N

1 bin

ok func main() {

jp 9 filenane := “E:\URER T#E\\ARF0L 5% _1.3.0_release\\assets\\src\\common\\c02d7364f85c80c20d573d10526dac05_AppGlobalRegiste
Src

key := “2dxLua”
sign := “XXTEA®

data, exxr := 1outil.ReadFile(filename)

) decode_csv
[ decode_dhd

main.go if exry != nil |
1 decode_sc panic (err)
)| clashroyale.iml }
net NWWIOoT\wWOors decrypt_data := xxtea.Decrypt(datallen(sign):], [Jbyte(key))
xternal Libraries fmt.Println(string (decrypt_data))

go run main.go (3)

HeroFormation=require ("common enum HeroFormation”)
BlendType=require ("ceanmon/enun/Blendlype”)
GenderType=require ("common. enun, GenderType”)
; ArnyAttacklype=require ("common. envm. ArmyAttackIype”)
n ArnyHorse=require ("common. enum. ArmyHorse”)
' ArnylsVWespon=require ("common enum ArmylsWespon™)
ArnyAttackSublypesrequire ("common enum. ArmyAttackSublype’)
ArnyArnorIypesrequire ("common enum. ArmyArmorIype’)
Battlelypesrequire ("src. coanon. eruam. Battlelype”)
TextInputModesrequire ("common enum. TextInputMode™)
Switchlypesrequire ("comnon. enum. SwitchIype™)
LEGIOMPENFUN =require ("common/ eruam/Legi ordpenFfunc ™)
CityFunctionIype=require ("common enunm. CityFunctionIype™)
—¢Bw

ItenV0=require ("conmon. vo, ItemV0")

—2RTAX

Fuant=vamiiva(“samann wrtile avant Fuanmt™)
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3E F9 EF 7E FS FF
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FC EA 57 FF 13 FA
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78 ED AS 1D 27 B8 5A
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61 DC 61 14 7E A2 &3
63 19 1B 3D 1D 99 CD
87 E6 19 DD 5A 46 75
SB BF 79 DD 71 BD 98
E6é BE 37 CD 4F B9 57
26 9F E8 21 9F AC 39
CF Fé 11 CF EC Bl 5D
F1 D1 A7 31 E7 ES F8
21 98 F1 D1 41 CC F8
8B 91 8C F1 6E 9F D2
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2b2ebc9af9848a324ac6741cfbcda510_loginBgl.ud
2ce596ad0cb6al37117ee05fe104dba72_troopdrill_bg_

N




androido)S I AR

IDA pro (>6.6hRZx 3z $FandroidifEizl)

AREF. D=RZHFARM CPUZEH), ABERIEIIES

IDA proRJandroid_server JARMBVFER, ANBEEX86
17, FEERRIES

androidiEil AP INERE, EESUE (BEVE
hiR)




androidsh A1 A 1B

IR E L2 (HREERTE)

android_server¥Eix 2 E10F 1L

adb forward tcp:xxx ¥ & 1x & im [ £l 244/,

adb shell , su, #{Tandroid_server

EFNLHIBITHEX

attachitiz, HREZNER




attachZllandrol

e

©® Choose process to attach to S | o B )
ID Name i
13897 [32] com.android.providers.calendar
672 [32] com.android.systemui
20662 [32] com.baidu.superservice
759 [32] com.cootek.smartinputv5.0oem_hisense
10176 [32] com.cootek.smartinputvS.oem_hisense:PService
3762 [32] com.dianxinos.superuser
844 [32] com.hisense.drawerlockscreen
804 [32] com.hisense.updater
827 [32] com.hmct.floatingwindow.service
643 [32] com.mediatek.bluetooth
816 [32] com.mediatek.voicecommand
4241 [32] emdaemon in/360s --daemon
3871 [32] ins_deamon_dog data/data/com.dianxinos.superu...
25877 [32] kr_worker/83:0dline
19947 [32] serv_mast fcom.dianxinos.superuser/files/proguard com.dianxinos.super...
4136 [32] serv_slave com.dianxinos.superuser/files/proguard com.dianxinos.super..
19948 [32] serv_slave com.dianxinos.superuser/files/proguard com.dianxinos.super..
5152 [32] sh
4126 [32] sh
3828 [32] sh 3
28464 [32] sh
27702 [32] sh
22768 [32] sh
2012 [32] sh
5140 [32] su =
28459 [32] su
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Enums I:J
O & X ﬁGeneral registers O & X
~||R® FFFFFFFC o = T =
L|rR1 BEB99438 & [stack]:BEB99438 IJE :3 B
R2 000006610 o IT = —
(58] Modules 0O & X
Path Base Size m
»8| /system/lib/libbcc.so 50746000 00691000
B /system/lib/libwebcore.so SODFC000 0091A000
0] /system/lib/libandroid.so 5171F000 00010000
B /system/lib/libchromium_net.so 5172F000 00180000
B /system/lib/libwebkit_glcanvas.so 518F1000 00033000
0] /system/lib/libOpenSLES.so 51A07000 00004000
gﬂ /system/lib/libsoundpool.so 51A0C000 00004000
fa /data/app-lib/com.uuzu.king.yz-1/libcocos2dlua.so 5271E000
B /system/lib/libwilhelm.so 52D29000 0002A000
B /system/lib/egl/libEGL_mali.so 54836000 00005000
B [system/lib/libMali.so 5483B000 000F7000
B /system/lib/egl/libGLESv1_CM_mali.so 54934000 00008000 E]
B [system/lib/egl/libGLESv2_mali.so 5493C000 00007000 ¥
B /system/lib/hw/gralloc.mt6582.s0 54843000 00006000 >
Line 98 of 104
(3] Threads O & X
Decimal Hex State ‘
&y 1226 4CA Ready
& 1221 4C5 Ready ll
] 1220  4C4  Ready L
< (2] 1219 4C3 Ready I
O & X O] Stack view O & X

- BEB993F0 CREFTIEEEM -
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51b1d000-51c1c000 20000000 00:00 © [stack:22988]
51c1cB00-51¢c3c00b ru-p B 00:00 @
51c3cP00-51c3d000 ——-p 00:00 0
51c3d000-51d3c000 ru-p DO 00:00 © [stack:22989]
51d3c000-51F3a000 r--p 000000RONDO:Ra 1149 /dev/binder
51£3a000-51F3b000 ——-p BOAOOONO 0
51F3b000-52032000 ru-p 00000000 0 [stack:22990])
5203a2000-5205a000 ru-p 00000000 00: 00
5205a000-52050000 —--p BOAOOONE 00:00 O
5205b000-5215a000 ru-p 00000000 00:00 © [stack:22991]
5215a000-5217a000 ru-p 00000000 00:00 ©
S2172000-521eF000 r--5 B7ccabBB b3:07 32778 datasapp/con.uuzu . king.yz-1.apk
521ef 000-52200000 r--s B7cbabe b3:07 32778 ta/app/com.uuzu.king.yz-1.apk
52200000-52211000 ru-p 00000000 00:00 ©
52211000-52286000 r--5 B7ccaBBB b3:07 32778 /data Jeom.uuzu . king.yz-1.apk
52286000-52620000 r--p BOOOODED b3:B7 57413 /data/dalNik-cache/dataBappEcon,.uuzu.king.yz-1,apkiEc)
52620000-52622000 r--p BB3%2a000 b3:07 57413 /data/dalvikgcache/dataRapp@com.uuzu.king.yz-1.apk@Ec]
52622000-526452000 r--p BB3I%cOBB bLI:O7 S7413 /data/dalvik-ONche/dataBapp@eon.uuzu. king.yz-1.apkBc)
52642000-52643000 r--p BA3bcBBB b3 B7 57413 /data/dalvik-c: JdataBapp@com.uuzu. king.yz-1,.apkic)
52643000-526ca0ip r--p BOB3ILAOOD b3I: 07 57413 /data/dalvik-cacheXataRappBcom.uuzu.king.yz-1.apk@Ec]
526caB@o-S5271e000 LR 00 By 7857906 /Jdev/as lmen/d.llolk adx-structure (deleted)
i )
=
524 2d1e 008 ru-y .S".” 08 B7 25618 : W
52d1e000-52d29000 Husp 000000RA 00:00 © *\\\x
52029000-52d4F 000 r-xp 00000000 b3:0S 1267 JSySTER/ TI07 TIvul Thetw-so
S204FB00-52d52000 r--p BOA25000 b3: S 1267 /systen/1ib/libuilheln.so ‘\\\
52d52000-52d53000 ru-p BOO28000 b3: 05 1267 /system/1ib/libwilheln.so .
52053000-52d55000 ---p 00000000 00:00 © N\
52d54000-52¢53000 ru-p B0000HR0 00:00 0 [stack:23014)
52053000-52e55000 ---p BOO00DOD 00:00 ©
52e54000-52F53000 ru-p 00000000 00:00 © [stack:23015]
52653000-52F93000 ru-p B000ONRE 00:00 0
52€93000-52Fa9000 ru-p BOOO0DDO 00:00 ©
52Fa9000-52Ffc9000 ru-p 00000000 00:00 © )
526c9000-52Fcafin ---p BOOOONEE 00:00 O Ry
52¢cabio-536co000 ru-p BOOOODBO 00:H0 © [stack:23020)
530c9000-530e9000 ru-p 00000000 00:00 © 127ishe110t978:/ & pud
530e9000-530ea000 ---p 00000000 00:00 © pud
5300a000-53109000 ru-p BOOOOOBE 00:00 O [stack:23028)
531e9000-53209000 ru-p 00000000 00:00 © shell@t978:/ 8 cd sdataslocal
53209000-5320a000 ---p 00000000 00:00 © :d sdata/local/tmp
53202000-53300000 ru-p BO000HBO 00:00 O [stack:23029) phe 110¢978 : 7dataslocal/tap § cat
53309000-5337d000 ru-p 00000000 00:00 © cat /prot naps 77-naps
53380000-53420000 ru-p 00000000 00:00 © the 118¢9 taslocal/tap # cat
SIN20000-53428000 r-xp BO00OHEO 00:00 O rat /proc/22977/status 1>22977-st
53429000-53449000 ru-p DO000DNO 00: 00 © BhellRet?Ws/dataslocal/tap & 33
S3M49000-5344a000 ---p 00000000 00:00 © ps igrep uuzu
S344a000-53559000 ru-p B000OHRE 00:00 O [stack:23032) 18_a95 972 130 385694
53549000-53569000 ru-p POOOODLD 00: 00 © M_ad5 262 138 304716
53569000-5356a000 ---p 00000000 00:00 © shel1€t978:~dataslocal tnp ¥
5356a4000-53669000 ru-p B0000HRE 00:00 0 [stack:23837) -
‘ ’
s @ 111000 X Of7ibkes @ 1001260 N 100126 X 100134 X maindes © CREEB. & Nonasis Muisc oo NS743300 N 282270 X 06ec24. 2 2297765 0 22977

— Enums
General registers
FFFFFFFC
BEB9943B « [stack]:BEB99438

aoopee1e

Jeystem/lib/libbeinfo.so
[system/lib/libbcc.so
,‘¢.,'.'.r'r.,‘llb,'Iib\-mz:».'crf.'.e
system/lib/libandroid.so
[system/lib/libchromium_netso
/system/lib/libwebkit_glcanvas.so
[system/lib/ NibOpenSLES.so
[system/lib/libsoundpool.so

[system/lib/libwilhelm.so

‘,,:‘c'n«’l ib/ eg‘ /bEGL_mali.so
[system/lib/eg|/libGLESv]1 CM mali.so

/sy ';'r'nltl b/libMali.so

,:',,. em/lib/egl/libGLESv2_maliso

] /sy stem/ b/ wjgranerrmese2so

P98 of 104
Threads
. Kimal Hex Sate
22988  59CC  Ready
y.,_._; saco Raadi

70884 FFFFfffs
I6GAA8 FFFFFFFF

“hell

adb

tnp

sproc /22

«Lxt

/sproc
atusg _txt

igrep uuzu

48133b18 ¢
48133618

con

S com

,r'da'a,fai.\p lib/com.uuzy king.yz-1/libcocos2dlva.so

uuzu king s

« U0 .1.il|‘| -

rsenote

Base Size
505597000 00110000
50746000 00691000
SODFC000 0091A000
')1 1FO000 00010000
5172F000 00180000
S18F1000 00033000
S1A07000 00004000
S1A0C000 00004000
S271E000 0000000
2029000 0002A000
_HRE sl o] - ®
TR ®HED wWRH
@101 ©91@ 1181 eee1 1110 @@ 0000 00¢
o +rEm Mod A MC | MR || M5 || M. -
TiEM
— o J C -2
S8 8 l
28 Rol | RoR C 7 8 9
% Or Xor D 4 5 f * 1
o ¥
-~ Lsh | Rsh E 1 2 3 -
¥
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EEMEE L TR

¥ IDA - C:A\Users\chenchi\AppData\Local\Temp\ida07201.idb (app_process)
File Edit Jump Search View Debugger Options Windows Help

> @ Bt L/ sucer - [EED) TP O BY 8 3000 TFH & of o

Library function Data [ Regular functiom Unexplored Il Instruction External symbeol
Dedug View 8 ﬂ Structures
1T IDA Viev-FC 8B & Breakpeints

1ibcocos2dlua.so:52A5DC2C var_1C= -ix1C
libcocos2dlua.so:52A5DC2C

1ibcocos2dlua.so:52RSDC2C ; FUNCTION CHUNK AT libcocos2dlua.so:52C13228 SIZE 00000002 BYTES
libcocos2dlua.so:52A5DC2C

12> 1ibcocos2dlua.so:52ASDC2C HOUS R3, 80
libcocos2dlua.so:52ASDC2E PUSH {RO-R2 ,RE~R7 ,LR}
1ibcocos2dlua.so:52A5DC30 HOUS R6, RO
libcocos2dlua.so:52A5DC32 HOUS R7, R1
libcocos2dlua.so:52A5DC3s HOUS R4, R2
libcocos2dlua.so:52A5DC36 SUBS RS, R1,; R1=debug155:54BCEOAD
libcocos2dlua.so:52A5DC38 CMP RS, R3 | DCB OxB9 ;
libcocos2dlua.so:52A5DC3A BEQ loc_S2A'0CB Ox58 ; P
libcocos2dlua.so:52A5DC3C HOUS RS, R3 | DCB Ox4 ; N
libcocos2dlua.so:52ASDC3E CMP R2, R3 | DCB Ox47 ; G
libcocos2dlua.so:52A5DC40 BLE loc_S2A'DCB  OxD
libcocos2dlua.so:52A5DCA2 HOUS RO, R1 DCB OxA
libcocos2dlua.so:52A5DCAS HOUS R1, R2 | pCB ®x1A
libcocos2dlua.so:52A5DC46 STR R3, [SEDCB ©xA
libcocos2dlua.so:52ASDCA8 BL _ZN7cocipCB 3] fFerePkhi
1ibcocos2dlua.so:52ASDCAC CHP RO, RS DCB 5] r
libcocos2dlua.so:52ASDCAE BEQ loc_S2A%0UST
libcocos2dlua.so:52A5DCS0 HOUS RO, R7
libcocos2dlua.so:52A5DCS52 HOUS R1, R4
1ibcocos2dlua.so:52ASDCSE ADD R2, SP, BDx20evar_ 1C
libcocos2dlua.so:52A5DCS56 BL _2N7cocos2d8zZiputils16infFlateCCZBufferEPKhiPPh

UNINOWN S2ASDC32: 2ZN7cocos2dSImagellinitWithImageDataEPKhi+é (Synchronized with PC)
L "
E Hex View—l

FEFFOFED OO FO 20 E3 00 FO 20 E3 00 FO 20 E3 00 FO 20 E3 .. veuv rene mane v
FFFFOFCHD SF FO 7F FS 9F 3F 92 E1 00 30 53 EO 91 3F 82 01 _....7...05..7..

FEFFOFDD  ©1 00 33 03 FA FF FF BA 00 00 73 E2 EF FF FF EA  ..3....... Sesese
FEFFOFED 70 OF 1D EE 1E FF 2F E1 70 OF 10 EE 00 00 00 00 p..... /ePecccans
FFFFOFFB m 00 00 DO 0D DO 0D DO 0O 00 OO 00 B5 00 PO VO L. ... ieieaans

UNENCWN FEFFOFFO: [vectors] :FFFFOFTO

-

Bia

Enuss

ﬁ General registers

RO 59090308
R1 S4BCEOAD
R2 00006203
R3 52D21ARL
“
“

debug211:590903 08
debug155:54BCEDARD

debug92: 2N7cocos2di12experimental11AudioEngine15_audioPa

R4 59090308 debug211:5909D0308
RS 590840F0 debug211:590840F 0

<

e Modales .H Module: libcocox2dlua so
Name Address
] _zN7cocos2dSimagel TinitWithimageDataEPKhi S2ASDC2C
B s WithInageDats

Line 1 of 1
E Threads

Decimal Hex State

@] 20349  4F7D  Ready

@l 19729 4011 Ready

Wl 19714 4nn2 Ready



1Az 7 in 1Tl RAL

P I ) |Remote ARMLinux/Android debugger v EL@J r 'a’)'-‘ E,:] 35] v'_g ‘5’5 :-j ) ll:b ]} @ @ o 6o
T b

Library function Data [l Regular function Unexplored B Instruction External symbol

Debug View @ Structures

IDA View-FC Breakpoints
libcocos2dlua.so:52A5DC2C var 1C= -8x1C
libcocos2dlua.so:52A5DC2C
libcocos2dlua.so0:52A5DC2C ; FUNCTION CHUNK AT libcocos2dlua.so0:52C13228 SIZE 000600882 BYTES
libcocos2dlua.so:52A5DC2C

E} libcocos2dlua.so:52A5DC2C HMOUS R3, #0O
libcocos2dlua.so:52A5DC2E PUSH {RO-R2 ,R4-R7,LR}
libcocos2dlua.so:52A5DC36 MOUS R6, RO
libcocos2dlua.so:52A5DC32 MOUS R7, R1
libcocos2dlua.so:52A5DC34 MOUS R4, R2\§I
libcocos2dlua.so:52A5DC36 SUBS R5, R1, |HipcB 0x89 ;
libcocos2dlua.so:52A5DC38 CHP R5, R3 DCB 0x58 ; P
libcocos2dlua.so:52A5DC3A BEQ loc_52A5DpCB Ox4E ; H
libcocos2dlua.so:52A5DC3C MOUS R5, R3 DCB Ox47 ; G
libcocos2dlua.so:52A5DC3E CHP R2, R3 DCB 0xD
libcocos2dlua.so:52A5DC48 BLE loc_52A45DpcB  06xA
libcocos2dlua.so:52A5DC42 MOUS RO, R1 DCB 06x1A
libcocos2dlua.so:52A5DC44 MOUS R1, R2 DCB 0OxA
libcocos2dlua.so:52A5DC46 STR R3, [SPiHipcB 0
UNKNOWN 52A5DC32: _ZN’?cocodeSImagel’?initWithImageDataEPlLbD[ip,a_ﬁu with PC)

@ Hex View-1
FFFOFFB m 00 00 00 60 60 60 OO OO0 OO0 OO OO0 65 60 BB B0 ... .. ... iennnn




onghdmagic numberg{tAas

- [E]F

N1ZDUMP

BB E I E ARIFAEEIMagic numberlg?

WEI TongB 7T

il (1<

ARZ55

=

E) Ik

EE

FH Y

KE?

NR1SF1F2EAUBI8 NF T 89 50 4E 47

R IBLIE
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IDA View—FC Breakpoints
libcocos2dlua.so:52A5DC2C var 1C= -0x1C

libcocos2dlua.so:52A5DC2C

1libcocos2dlua.so:52A5DC2C ; FUNCTION CHUNK AT libcocos2dlua.so0:52C13228 SIZE 0000066062 BYTI
libcocos2dlua.so:52A5DC2C

} libcocos2dlua.so:52A5DC2C HMOUS R3, #0O
libcocos2dlua.so:52A5DC2E PUSH {RO-R2,R4-R7,LR}
libcocos2dlua.so:52A5DC308 MOUS R6, RO
libcocos2dlua.so:52A5DC32 MOUS R7 ,\R1
libcocos2dlua.so:52A5DC34 MOUS Ru,R6=90802881|

libcocos2dlua.so:52A5DC36 SUBS RS,
libcocos2dlua.so:52A5DC38 CHP R5, R3
libcocos2dlua.so:52A5DC3A BEQ loc_52A5DD18
libcocos2dlua.so:52A5DC3C MOUS R5, R3
libcocos2dlua.so:52A5DC3E CHP R2, R3
libcocos2dlua.so:52A5DC48 BLE loc_52A5DD18
libcocos2dlua.so:52A5DC42 MOUS RO, R1
libcocos2dlua.so:52A5DC44 MOUS R1, R2
libcocos2dlua.so:52A5DC46 STR R3, [SP,#0x208+var_1C]

UNKNOWN 52A5DC32: _ZN7cocos2d5Imagel7initWithImageDataEPKhi+6é (Synchronized with PC)

i] Hex View-1
‘FFOFF @ m 00 60 60 60 00 00 6O OO0 60 60 6O OS5 BB BB B8 ... .. ... iieannn.




PNGTERZEHSEH

Library function Data ] Regular function | Unexplored l Instruction External symbol

’ Debug View 8 E Structwm
‘ IDA View-PC x| T

debug211:5A1DFBE7 DCB ()

debug211:5A1DFBES DCB | 0x89 |;

debug211:5A1DFBE9 DCB|0x58 [; P

debug211:5A1DFBEA DCB |Bx4E |; N MTFEED . OXSA1DFBE8+0X28B1

debug211:5A1DFBEB DCB | 0x47 |; G

debug211:5A1DFBEC DCB| 0xD

debug211:5A1DFBED DCB| BxA

debug211F5A1DFBEE DCB | 0x1A

debug211£S5A1DFBEF DCB| 6xA

debug211ESA1DFBFO DCB 9

debug211E5A1DFBF1 DCB ]

debug211ESA1DFBF2 DCB 0

debug211E5A1DFBF3 DCB| BxD

debug211E5A1DFBFY4 DCB |0x49 [; I

debug211ES5A1DFBFS DCB | 0x48 [; H

debug211E5A1DFBF6 DCB|Ox44 [; D

debug211E5A1DFBF7 DCB|0x52 [; R

debug211ES5A1DFBFS DCB (]

debug211ESA1DFBF9 DCB ]

debug211ESA1DFBFA DCB (]

debug211ES5A1DFBFB DCB | OXFE |;

debug211ESA1DFBFC DCB 9

debug211E5A1DFBFD DCB 0

debug211E5A1DFBFE DCB 1

debug211E5A1DFBFF DCB 5

debug211E5A1DFCO0 DCB 8

UNKNOWN SA1DFBEE: debug2l11:5A1DFBEE (Synchronized with PC)

O] Hex View-1
FFFFOFF9 00 60 05 00 06 00



|

AN{Fdump

Library function Data ] Regular function Unexpr“ Export et
Rebug Yiew Export as
IDA View-FC . ,
() hex string (unspaced)
() hex string (spaced)
() string literal
() C unsigned char array (hex)
debugZi1:5A1E249A DCB N () C unsigned char array (decimal)
debug211:5A1E2498B DCB 0 () initialized C wariable
debug211:5A1E249C DCB Ox91 ; @ rav bytes
debug211:5A1E249D DCB 5]
debug211:5A1E249E DCB 2
debug211:5A1E249F DCB 0 || Save data to clipboard
debug211:5A1E24A0 DCB ©0x56 ; VU
debug211:5A1E24A1 DCB 0 Preview
debug211:5A1E24A2 DCB Bx99 ; -
debug211:5A1E24A3 DCB §] Cannot preview binary data
debug211:5A1E24A4 DCB 0
debug211:5A1E24A5 DCB 2
debug211:5A1E24A6 DCB 5]
debug211:5A1E24A7 DCB 2
debug211:5A1E24A8 DCB 0
debug211:5A1E24A9 DCB OxBB ;
debug211:5A1E24AA DCB 0
debug211:5A1E24AB DCB 0Ox8D ;
debug211:5A1E24AC DCB 5]
debug211:5A1E24AD DCB 1
debug211:5A1E24AE DCB 2
: ) (o
UNKNCOWN SA1E2499: debug211:5A1E2499 (Synchro Qltput file E:\SAIE2499.png . [
@ Hex View-1

Export

FFFFOFF9 m 06 60 65 06 606 80

|| cancel
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D =Mluan

A - E\crt_download\Z>=\lib\armeabi\libgame.idb (libgame.so)
Edit Jump Search View Debygger Options Windows Help

H e 588 8 ) o @O ot - F e X > D D (Ko debugger - %@ I
0 Y ] | /1]

ibrary function Data B Regular function Unexplored B Instruction External symbol

netions window 0O f X ::-J IDA View-A : Pseudocode~A (% 1 0| Hex View—1 ‘ (A] Structures I ) Enuns

CE— - 37| w7 = (cocos2d::CCScriptEngineHanager =)cocos2d::CCScriptEngineManager::sharedHanager(vs);
38 cocos2d::CCScriptEngineManager::setScriptEngine(uv7, vé);

sescoll 39| U8 = =(( DWORD *)ué + 1);

jesxfrm 48] v9 = cocos2d::CCLuaStack::getLuaState(»({(cocos2d::CCLuaStack =»)ut + 1));

ictype 41 wiB = (Base::SingletonManager =)Base::Singleton{TextureManger>::getInstance();

PWuUpper 42| w11 = (cocos2d::CCFileUtils =)Base::SingletonManager::sharedInstance(uid);

owlower 43| w12 = (cocos2d::CCFileUtils «)cocos2d::CCFileUtils::sharedFileUtils(ui1);

wetype 4% v13d = cocos2d::CCFileUtils::addSearchPath(vi?, “res/");

ictob 45/ Base::Singleton<{AutoUpgradeHelper>::getinstance(vi3);

towc 46| tolua extensions ccb_open(u?);

csftime 47| luaopen_LuaProxy(u9);

H?P"‘ 48 luaopen_struct(uv9);

ritev 49| luaopen_lpeg(uv9);

dise o ) 568/ luaopen UlInterface luabinding(u9);

.gnu_Unwind_Find_exidx 51 wih = (cocos2d::CCFileUtils »)luaopen_protobuf_c(uv);

ub_1A0834 52| u15 = cocos2d::CCFileUtils::sharedFileUtils(uis);

NI_OnLoad 53| [ (#(uoid (_ fastcall ==)(int =, int, const char =))(*(_DWORD =)ul5 + 24))(&uv23, vl5, "scripts/main.lua”);|

ava_org_cocos2dx_lib_Cocos2dxRenderer_nativelnit 5u| while ¢ 1)

ub_1A0C38 56 u16 = sub_S7BCFO(&u23, "\\", 0);

ppDelegate:applicationWillEnterForeground(void) 57 if ( v16 = )

ppDelegate:applicationDidEnterBackground(void) 58 break:

ppDelegate::~AppDelegate) 59| sub_S7DCAC(&v23, vi6, 1, “/");

ppDelegate:~AppDelegate() 68| ) -

ub_1A0D1C 61| w17 = sub 57BD94(&u232, “/\\", -1, 8);

ub_1A0D74 62| if ( w17 t= -1 )

ub_1A0DFC 63| ¢

ub_1A0E64 64 sub S7DSE4(&u24, &u23, B, u17);

ub_1AOF50 65 (#(uoid (  Fastcall ==)(int, int))(*( DWORD »*)u8 + 24))(v8, u2h);

ub_1A11C0 66|  v19 = sub_S7BD9u(&U2H, “/\\", -1, ui8);

jaopen_struct(lua_State ) 67 if ( v19 e -1 )

ppDelegate:AppDelegate(void) 68 {

ase:Singleton <TextureManger > ::getinstance(void) 69 v28 = %(uoid ( Fastcall =»)(int, int))(%*( DWORD *)u8 + 2&);

ase:zSingleton <AutoUpgradeHelper>:getinstance(void) 70 sub S7DSEN(&UZ5, &u2h, O, U19):

ppDelegate:applicationDidFinishLaunching(void) 71 u? nqu, u25);

ub_1A1690 72 sub_57C3BC(&u25);

obecM_malloc 73 3 -

pbcM _free 74| sub_S7C3BC(&u24);

pbcM_realloc 75 ) -

pbcM_memory 76| sub_S7D97C(&u26G, "_ LUA_STARTUP_FILE_ =\"", &u22, v17);

pbcH_new 77| sub_57D3DB(&v26, &v23);

pbch_delote 78| sub_57D294(&u26, “\"");

pbcH_alloc 70| ftwfunid ¢ fFacsteall sxYconcos?2d:CreSerintFnaineMananer *  intYYe=f DWUORD =Yus o 2BYY(ud . u?6)Y)
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. &
W) @s(B) Box(X) |ME(S) 3H(D) JTR(G) WEML) ZenCoding BLOK) R Ele Edit Jump Search View Debugger Options Windows Help
J < 'd \)I*-—";gm 7 £ ‘ 2] D A . ’ ‘i:| Ad H“1”J2| 3@33[1"'{ > m o Remote ARMLinux/Android debugger ~ ‘C m r i)( @ @ v E a D % [ ! g
® |xz=|em | e B == -
- : T /7cieint scene U REER RO RCRREDE O NIRRT TRRCORRECORCERCARAECIRARRTOECE ATRTERRRERNRARRD TSIl
'] ; package cs; Library function = Data ] Regular function || Unexplored ] Instruction  External symbel
; EA s I nessag; Ilseri{ ) Debug Viev (x| [ A P 0|5
J crt_down 5 required uint32 id = 1; — — — - —
) b= 6 required string name .'2; @IEI:A Vier-'C B | (5] Psendocode-C [} I (] Psevdocode=B [} | (5] Pseudocode=a () Breskpoints |
7/ required uint32 level = 3;  |debug170:59821007 DCE v
Ul assets S required vint32 vit = 4; //{k ROL debug170£59B21008 |DCB 0x2F ; /
L4 lib 9 required uinta? - 53 /7457 * |[debug170:59821609 DCB Ox2F ; /
. META-INF 10 required uintazm “ |[debug170:5982160A DCB Bx63 ; c
, res 11 required uint32 refresh_spirit_ ti ———_debug170:59821008 DCB 0x6C ; 1
12 required u:ntaz exp = 8; : gf‘b "”‘52{::?’1323 :g ::2 ;e
13 required uint32 noney = 9; ebug1/70:5 : B |
14 required uint32 gold - 19; : debug170:59B2100E DCB Ox6E ; n
15 required uint32 prestige = 11; // debug170:59821006F DCB Ox74 ; t
16 optional wint32 skill_point = 12; " |[debug178:59821610 DCB 6x28
1/ required uint32 medal - 13; //in ® [debug176:59821811 DCB 8x3C ; <
18 required uint32 tower_score = 14; debug170:59821012 DCB 0x2D ; -
19 required uint32 fight_value = 15; © |debug170:59821013 DCB 0x2D ;
20 required uint32 battle_token = 1 * [debug170:59821014 DCB 0x2D ;
21 required uint32 battle_token_ti “ |[debug170:59821015 DCB Ox3E ; >
22 optional uint32 essence = 18; //% * |debug170:59821016 DCB 0x20
27 required uint32 forbid_battle_ti " [debug178:59821817 DCB Bx73 ; s
$21008-59869432.Dump 24 optional uint32 gquide_id =~ 20; : debug178:59821618 DCB Bx63 ; c
10328_2106_2.4.20.zip ‘ optional uint32 corp_point = 21;/ ) 00009170529821019 oc 0x65 . e
iroidManifestxml 26 optional uint32 wheel score = 22; deDugl70:59621014 DCB Ox6E 5 n
-sos.dex 27 optional uint32 god_soul = 23; /j ) debug170:59821018 DCB Ox65 ; e
ort_results.ba 28 optional uint32 contest_point = % ) debuq17035982110 00 0xA )
ources.arse 29 optional wint32 title_id =~ 25; / ) debug178:59821010 DCB 0x70 ; p
90 repeated Titlelnfo title_list - 2 debug178:5982181E DCB Bx61 ; a
41 optional uint32 spread_sum_score “ |[debug178:5982181F DCB Bx63 ; c
32 optional uint32 coupon = 28; //[F]| = debugi7o:59821620 DCB 0x6B ; k
3% optional uint32 fid = 29; // i UNKNOWN $9B2100B: debugl70:5982100B (Synchronized with R1)
34 optional uint32 fight_score = 380; < - I
35 optional uint32 cloth_id = 31;
1 Xx’[ea d eC ry ptf optional uint32 cloth_time = 32; | (3 Mex Vier-1 0 & x| [0 st
—= - °7  optional bool ~ cloth_open = 33; [FEB99FCO %1 43 45 3D 38 2 34 39 30 36 04 80 41 AE WA 52 ACE-0,A966AANOR 52FAER;
.o optional uintd? ksoul_point ° 3% sesooroo [IJ 49 44 SF 53 AF 43 4B NS 54 5F 7@ 79 67 6F 74 OID_SOCKET zygot  S2FAEA:
NS, v | AN \e R ionsl Hintss ke S/ /ERETR lgEgooreo 65 9D 39 00 2F 73 79 73 74 65 6D 2F 62 69 GE 2F e=9./system/bin/ | S2FAEN:
| | 7 o Koo SUmOn_SCOrl DEn99rio 61 70 70 SF 70 72 6F 63 65 73 73 90 00 00 00 00 app_process..... 52F AEA:
zAA ) /VAN optional uknt3z ksoul Fioht_base |riiioooo 00 00 9F EF DD 00 00 EA 10 Fi 9F ES BB 00 00 EA ... ............ 52F AEA!
- °Pti°“31 “:"“2 vid = 3:-”§§E} FEFFO010 90 00 60 EA FA 00 60 EA 78 00 00 EA 00 CO &F E1  ........ I 0. |52FAEA:
] 0 optional uint3z trade_point = 393 lrrrrgg20 @n BO ME E2 01 AD S5A E2 28 68 08 1A 00 58 2D E9 ..N...Z.(....X-. | 52FAEA!
/\ i F Dl |I\/|P J/ ,..‘ ’ FFFFOB30 1C DO 4D E2 00 7F CD EB OO0 FO 20 E3 FF 80 2D E9 ..M....... w..-.
e
) - ; it message Knight { UNKNOWN BEB9FDO: [stack]:BEBISFDO - U-Nmm
| 47 required uint32 id = 1; - - —
valr \'_I\ — N 1l 4% required uint32 base id = 2; 5] Output window
/_'F/& “:l \ JIH= 49 required uint32 level = 3; GuLnany  owuuacs ces un
= - S0 required uint32 exp = 4; Caching 'Hodules'... ok
51 required uint32 tine = 5; Caching 'Modules®... ok
required uint32 user id = 6; Stored export g;;lts in E:\crt_download\’l>=\export_results.txt
£3 required xnight'raining training EEEEEEEEEEEEE" Duwmig--------------
Gl required uint3?2 halo_leoel = 8;// StartAddres:0x59821008 EndAddres:0x59B69432
55 required uint32 halo_exp = 9;//7 SauePath:E:\crt_dognload\" =A\59821008-59B69432 .Dunp
_EA voanuivad Hint22 haloa tc = 107755~ .I....I--..--Ibu.pﬁ;ﬁ SESSSssSssEsEssa=
) ']_] ™~
*SWER & eNonamel &« @ 1116 v HOf7fbba7ebecb9%: 10012 fightjson«  H 100 @
AU: idl
R B Fl @ | AU: idle Down
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4| Manlfest Resources Assets Assembly Decomplled Java Strmgs 3 LConstantsiNotesL

private int foo() { // has try-catch handlers
er assman = this.getAssets ()
= MainActivity.decryptString(-31, -27, 0x34); // l.png

- — Y o
soat v =
AocoCcllhlialliag

) N
ct
I
I
0
<
o

bject[] v2 = new Object[1]:;

Class v0_1 = Class.forName (MainActivity.decryptString(0x11, 0, 0x15)); // android.content.res.AssetManager
String v3 = MainActivity.decryptString(0x1F, -28, 0); // open

Class[] v4 = new Class([1];

v4[0] = Strinc.class:;

Object stream = v0_1l.getMethod(v3, v4).invoke (assman, v2);

5)):; // RES/CFB/NoPadding
0x76, -25, 0x27, -97, -50, 0x14, Ox2E
pec (new byte[]f-87, 0x62, -45

Cipher cipher = Cipher.getInstance (MainActivity. decryptStrlng( 15, -15,

cipher.init (2, new SecretKeySpec(new byte[] {{0x32, -93, -33, 0x17, -36, 0x68,
l —-46, -86, 0x6C}|, MainActivity.decryptString(-15, -29, 3)), new IvParam

S I_1 -
~

, 0x29, Ox5A, -112, -28, Ox7A, -14, 0x73, Ox6E, 0x73, -115, Ox3A, 5, -47}

r
return new CipherInputStream(((InputStream)stream), cipher).available():
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1 25316408: 1060

2 4008FBCO: 1060

3 400AAAA0: 1060

4 41D115D4: 1060

5 41D2ATEC: 1060

6 41D2AFEC: 1060
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0 e Fty L Ry B oF
Data B Repilar fumction Ueazplered Inztroction External zymbol
Debug View ; Al Structures g Ezvans

2 ert _download CR>adb shell

wllPe978:7 § 2u
su
shel1Pt978:7 B cd /dataslocalstmp
d Zdataslocal/tnp
she118¢97? ataslocal/tmp 8 ./android _server
andro id_server

I) w1 19. He

flccepting connection from 127 .0.0.1...
Closing connection from 127.8.8.1...

fccepting connection from 127 .80.0.1...
Could not establish the connection
Clozing connection From 127.80.0.1...

-

fccepting connection from 127.0.80.1...

C:NUsers chencHidnetstat ~antligrep 23946
ICP 2 3946 N.9.8.0:9
Icp J.8008.1:23%46 127.8.8.1:588131
ICP 127.0.8.1:58831 127.90.8.1:23946

Jasersschenchi>adb shell
shol18t978:/ $ su
3| Hex Yiew-1 a0
FFFOFEF@ m 00 shell@t978:/ B netstat ~antplgrep 23946
noetstat ~antpligrep 23946
tep 1 B B 8.0 0:23946 H.B. B . H:=-

tcp a 8 127.80.80.1:4348 B.8.1:
tcp a A 127.0.0.1:25946 127.8.8.1:

hellBPt978:7 B ps —ef lgrep 27830
ef lgrep 8ie
hellPe978:7 # ps MNR30

3
5
2
~
-
o

"

Output window
3309C: thread | PID YPID VUSIZE RSS UCHAN PC
yebuqgqer: thread 2 22830 22768 12092 10000 FFFFFFfFf 49182020
A3309C: thread | SUESRICS 7 8
A13309C: thread T
yebuqgqer: thread 2
‘attern "BattleRes
)ebugqer: thread Zorwvrvur—conreccoyuvuc—wy
ebuqgqger: thread 23572 has exited (code 0)
saching "Module: libg.so'... ok
113309C: thread has started (tid-25299)

x~Raya <c) Z20B4-2015% State:

0 & x ):'30:.-:;1 regiztars

g he 1 10tY° B ps lgrep supercell
ps lgrep supercell

W_a97?7 2352% 138 466960 57460 FFFFFFFF 489133010 §

ahe 1 10¢97 B cat /proc/23525/atatus
cat /proc/23525/status
ane : shrovale . kunlun
S (sleeping)
23525
23525
138
228389

18997 19997 10097 10997
18497 18897 18897 18697

256
1915 1828 3983 58897
467416 kB
410768 kB
® kB
@ kB
70348 kB
58832
8539
LISTENING InHost 136
ABLISKHED InHosat " . g
ESTABKISHED InHost T 40876

282

3714
¢ SdduBBEduBBBEYY
ShdPnd @ 88900082800 0RRRGAH
LISTEN

& BEA: C\Windows\system32\cmd.exe - adb shell
WB_a9? 23525 138 466960 57460 FFFFFFFF 491330109 S

com.supercell.clazshroyale  kunlun

com.supercell.clashroyale . bounlun

23946 ESTABLISHED
43468 ESTABLISHED

NAME

S Zandroid_zerver

HIENTLROIEFE, statusE

HtracePid
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MR :http://www.bangcle.com/ (COC)

E %% -https://www.ijiami.cn/ (F£F &)
APKProtect :http://www.apkprotect.com/

Shield4d :http://shield4j.com/

DexGuard :http://www.saikoa.com/dexguard



http://www.bangcle.com/
https://www.ijiami.cn/
http://www.saikoa.com/dexguard

r—
JU

WREY, WBAX, SBuE7 LE,




5 NI

COCHIproxy: https://github.com/clugh/coc-prox

LOL Launcher&i i o4r: htto://www.cnxct.com/league-of-legends-
launcher-of-osx/

SAEL https://en.wikipedia.org/wiki/Magic_number_(programming)

M ZRAE = http://open.163.com/movie/2012/10/B/K/
M99VIFJA6 MIAO18BBK.html

FURINE : https://www.pnfsoftware.com/blog/dexguards-assets-encryption/

APK{RIF: http://bbs.pediy.com/showthread.php?t=183116

FLFEE BB Z http://bbs.pediy.com/showthread.php?t=192874
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https://www.pnfsoftware.com/blog/dexguards-assets-encryption/
http://bbs.pediy.com/showthread.php?t=183116
http://bbs.pediy.com/showthread.php?t=192874

